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ABSTRACT

The Intelligent Forensic Analysis for
Deepfake Video Detection using Al project
tackles the rising problem of synthetic and
altered videos that can be used for identity
fraud, disinformation, and cybercrime.
When it comes to advanced deepfake
creation technologies, human inspection
methods and  traditional  forensic
approaches are frequently laborious, prone
to errors, and ineffectual. In order fto
automatically evaluate video information
and identify minute visual, temporal, and
physiological irregularities that point to
deepfake manipulation, this system makes
use of artificial intelligence and deep
learning techniques. By utilizing automated

feature extraction, frame-level analysis, and

trained neural network models, the

proposed system ensures accurate, reliable,

and scalable deepfake detection.
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INTRODUCTION

Deepfake video highly realistic but altered
digital material produced by changing facial
characteristics, expressions, or speech—have
emerged as a result of the quick development
of artificial intelligence and deep learning
technology. Although deepfake technology

has useful uses in entertainment and the
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production of digital content, its abuse has
grown to be a serious concern in areas
including the spread of false information,
identity impersonation, cybercrime, and the
manipulation of digital evidence. By utilizing
cutting-edge machine leaming and deep
learning models, the Intelligent Forensic
Analysis for Deepfake Video Detection using
Al project offers an automated and
trustworthy way to detect falsified video

footage.

LITERATURE REVIEW

In recent years, several researchers have
explored automated techniques for detecting
deepfake videos using artificial intelligence,
highlighting both advancements and existing
limitations in digital forensic analysis. The
first notable work was proposed by Afchar et
al (2018), who introduced MesoNet, a
convolutional neural network designed to
detect facial manipulation in deepfake videos
by learning mesoscopic visual features. The
second study by Rossler et al. (2019)
presented the Face Forensics++ benchmark,

which provided a large-scale dataset and

evaluated multiple CNN-based detection

models.

RELATED WORK

Due to the growing realism of synthetic
media, artificial intelligence-based methods
for deepfake video detection have been
thoroughly investigated in recent study.
MesoNet, a CNN-based model developed by
Afchar et al. that learns mesoscopic features
to identify facial manipulation, performs

poorly  on

EXISTING METHOD

high-quality  deepfakes.

The majority of deepfake detection
approaches now in use rely on manual

verification and conventional forensic

methods, which are laborious and frequently
imprecise. Early methods concentrated on
detecting obvious faults in individual frames,
such as mismatched skin tone, abnormal
blinking, or blurry face areas. Metadata,
compression noise, and encoding patterns
were examined using rule-based algorithms;
however, when videos are heavily
manipulated or reprocessed, these techniques

fall short.
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PROPOSED METHOD

The suggested system employs an Al-based
deep learning technique to more accurately
and consistently identify deepfake movies.
To ensure consistent data representation, the
input video is first preprocessed to extract
frames and 1dentify facial regions. Each
frame's pixel-level artifacts, edges, and facial

textures are all analyzed by a CNN model.

A GRU/RNN model analyzes temporal
patterns over successive frames to capture
movement-based abnormalities. The system
detects small manipulation cues that
conventional approaches frequently overlook
by fusing temporal and spatial learning. The
retrieved elements are then categorized
together with a confidence score to ascertain

if the video is authentic or fraudulent.

SYSTEM ARCHITECTURE

Inputvideo +——————> Preprocessing ——————> Feature extraction

training

dataset  E—— [—————>  RNNdassifier

N

Real fake

Fig 1: Architecture of the Deep Fake
Video Detection using Al

METHODOLOGY DESCRIPTION

User Registration and Authentication:

For users like investigators, analysts, and
administrators, the system begins with secure

registration and login.

Video Input Module:

For verification, users upload video files to
the system. The module verifies the uploaded
video by examining its resolution, duration,

and file format.

Video Preprocessing:

To get ready for model analysis, the uploaded
videos go through preprocessing. In this step,

frames are extracted, face regions are
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identified, frames are resized, and pixel

values are normalized.

Feature Extraction using CNN:

A Convolutional Neural Network (CNN) is
used to extract spatial characteristics from the
preprocessed frames, including pixel-level
distortions, illumination fluctuations, and

facial texturing.

Temporal Pattern Analysis using
RNN/GRU:

To examine temporal patterns across frame
sequences, the retrieved frame-level features
are fed into a Recurrent Neural Network

(RNN/GRU) classifier.

Deepfake Classification Module:

The model determines if the uploaded video
is authentic or fraudulent based on both
temporal and spatial analysis. To aid in
decision-making and forensic dependability,

a confidence score is produced.

Result Display and Forensic Reporting:

The user interface displays the final findings,
including the confidence score and

categorization outcome.

RESULTS AND DISCUSSIONS

Deepfake Video Detection using Al

# login # Signup # ContactUs

Fig 2: Home Page

The home page provides primary navigation
for users to access login, signup, and contact
modules, serving as the entry point to the

deepfake detection system.

Phone Number:

Login

Fig 3: Signup Page

The signup interface enables new users to
register by entering basic credentials,

ensuring authenticated access to the system.
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Login

Usemname:

Password:

Signup

Fig 4: Login Page
The login screen verifies registered users
before allowing access to video upload and
detection functionalities, maintaining system

security.

Prediction Result

lass of the video is FAKE with a confidence of

Fig S: Prediction Result — Fake Video

The model detects the uploaded sample as a
deepfake and presents a high confidence
score, demonstrating the effectiveness of the

classification approach.

Prediction Result

ideo is REAL with a confidence of 99.98169541358948%

Fig 6: Prediction Result — Real Video

The system successfully identifies the
uploaded video as real and displays the
confidence score along with video playback

for user verification.

CONCLUSION AND FUTURE
ENHANCEMENT

In conclusion, the suggested Intelligent
Forensic Analysis for Deepfake Video
Detection using Al offers a dependable and

automated method for spotting altered video
footage. The method reliably and accurately
separates actual movies from deepfakes by
combining temporal pattern analysis using
RNN/GRU models with spatial feature

extraction using CNNs.

FUTURE ENHANCEMENT
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This approach could be improved in the
future by incorporating transformer-based
designs or using multimodal analysis to
identify deepfakes that manipulate both audio
and visual. Mobile application deployment,
cloud-based forensic services, and current

deepfake detection for live streaming.
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