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Abstract—Cloud storage has become a popular
solution for handling large volumes of data, but
its centralized nature raises serious concerns
related to security and data privacy. To address
these issues, this work presents a decentralized
approach using blockchain technology, which
eliminates dependency on a single storage
authority. In this system, any node connected to
the internet can participate in the network,
forming a peer-to-peer structure that improves
resource utilization and reliability. The
proposed model ensures data security by
encrypting user files before storage and
distributing them across multiple nodes using
the IPFS protocol. IPFS generates a unique hash
value for each file, which acts as an identifier
and is securely recorded on the blockchain. This
approach ensures data immutability,
transparency, and easy retrieval. Overall, the
system provides a secure, efficient, and highly
available method for storing data in a
decentralized cloud environment.
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L. INTRODUCTION

In today’s digital world, the amount of data being
generated is increasing at an extraordinary rate.
According to Bernard Marr [1], massive volumes
of data are produced daily from sources such as
social media, IoT devices, and online services.
Managing and storing this rapidly growing data has
become a major challenge for organizations and
individuals. Cloud storage has emerged as a widely
used solution due to its ability to handle large-scale
data efficiently and provide easy access from
anywhere. However, as highlighted in studies on

cloud systems [2], [3], the increasing dependency
on cloud platforms also raises concerns about how
securely this data is managed. With the continuous
growth of digital information, it becomes important
to explore better storage solutions that can handle
large data volumes while ensuring security,
privacy, and reliability.

Most of the data available on the internet today is
stored using centralized cloud storage systems,
which are controlled by a few large organizations.
While this approach offers convenience, it
introduces several risks, especially related to data
security and privacy. If an attacker gains access to a
central server, sensitive information can be exposed
or modified easily. Research on data security in
cloud environments [2], [3] highlights these
vulnerabilities and the need for stronger protection
mechanisms. Additionally, user data is often
accessed or analyzed by third parties, raising
privacy concerns as discussed in blockchain-based
privacy models [5]. The centralized nature of these
systems makes them more vulnerable to attacks and
misuse. These issues clearly show the limitations of
traditional storage systems and the need for more
secure and user-controlled alternatives.

To overcome these challenges, decentralized
technologies such as blockchain have emerged as a
promising solution for secure data storage.
Blockchain, first introduced by Nakamoto [4],
operates on a peer-to-peer network where data is
distributed across multiple nodes, ensuring
transparency and immutability. Platforms like
Ethereum [7] and Hyperledger Fabric [6] further
extend these capabilities by supporting smart
contracts and secure transactions. Blockchain also
enables trustless interactions, where users can
exchange data without relying on a central
authority. Research on blockchain security and
applications [11], [12], [13] shows its potential in
improving data privacy and system reliability. By
integrating blockchain with decentralized storage
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systems, it is possible to create a secure, scalable,
and efficient solution that addresses the limitations
of traditional cloud storage.

In addition to security and scalability, data
availability and integrity are also important factors
in modern storage systems. In centralized systems,
data loss can occur due to server failures or system
crashes, which can affect reliability. Decentralized
storage systems address this issue by distributing
data across multiple nodes, ensuring that the data
remains accessible even if some nodes fail.
Technologies like IPFS [9] enable content-based
addressing, where data is retrieved using unique
hash values instead of location, improving
efficiency and reliability. Furthermore, blockchain-
based frameworks such as BlockStore [8] ensure
that stored data cannot be altered without proper
authorization, maintaining data integrity. Secure
data-sharing mechanisms proposed in blockchain
environments [10] also allow controlled access to
data while preserving privacy. These features make
decentralized storage systems more robust and
suitable for applications that require high
availability, security, and trust.

II. RELATED WORK

Marr et al., [2018] [1] discussed the rapid growth
of data generation in the modern digital world and
highlighted how massive amounts of data are
created every day. The study emphasized that data
is being produced from various sources such as
social media, online services, and connected
devices. This continuous increase in data creates a
strong need for efficient storage and management
solutions. The author pointed out that traditional
storage systems are not sufficient to handle such
large volumes of data effectively. Cloud storage
has become a common solution, but it also brings
challenges related to security and privacy. The
work provides a clear understanding of why
modern systems must evolve to manage large-scale
data. It also highlights the importance of adopting
advanced technologies to ensure better data
handling, making it highly relevant for research in
cloud and distributed storage systems.

Nakamoto et al., [2008] [4] introduced the concept
of blockchain through Bitcoin, which is a
decentralized digital system for secure transactions.
The study explained how a peer-to-peer network
can be used to maintain a distributed ledger without
the need for a central authority. Each transaction is
recorded in blocks and linked together, making the
data secure and tamper-resistant. The key idea
behind this system is trustless interaction, where
users can exchange information securely without
relying on intermediaries. The work also

highlighted how cryptographic techniques ensure
data  integrity and prevent unauthorized
modifications. This concept laid the foundation for
many modern blockchain applications beyond
cryptocurrency, including secure data storage. The
study is considered one of the most important
contributions in the field of decentralized systems
and continues to influence research in security and
distributed computing.

Benet et al., [2014] [9] proposed the InterPlanetary
File System (IPFS), a distributed file storage
system designed to improve data sharing and
retrieval. The main idea behind IPFS is content-
based addressing, where files are identified using
unique hash values instead of their location. This
approach improves efficiency and ensures that data
can be accessed from multiple nodes in the
network. The system operates on a peer-to-peer
architecture, allowing users to share storage
resources and reduce dependency on centralized
servers. The study highlighted that IPFS enhances
data availability and reduces duplication by storing
only unique content. It also supports version
control, making it easier to manage updates to files.
This work plays a crucial role in decentralized
storage systems and is widely used in combination
with blockchain technologies to build secure and
distributed data storage solutions.

Ruj et al., [2018] [8] presented BlockStore, a
decentralized storage framework that uses
blockchain technology to enhance data security.
The study focused on addressing the limitations of
traditional cloud storage systems by introducing a
distributed approach. In this framework, data is
stored across multiple nodes, reducing the risk of
data loss and unauthorized access. The authors
emphasized the importance of using blockchain to
maintain a secure record of data transactions,
ensuring transparency and immutability. The
system also supports efficient data retrieval while
maintaining user privacy. By combining blockchain
with distributed storage, the framework provides
better security and reliability compared to
centralized systems. The study demonstrates how
decentralized technologies can be used to build
more secure and scalable storage solutions, making
it highly relevant for modern data management
applications.

Buterin et al., [2014] [7] introduced Ethereum, a
blockchain platform designed to support smart
contracts and decentralized applications. Unlike
earlier blockchain systems, FEthereum allows
developers to create programmable applications
that run on a distributed network. The study
explained how smart contracts can automate
processes and execute predefined conditions
without human intervention. This capability makes
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the system more flexible and suitable for a wide
range of applications, including secure data storage
and sharing. The author also highlighted the
importance of decentralization in improving system
transparency and reducing reliance on central
authorities. Ethereum has become a widely used
platform for building blockchain-based solutions,
especially in areas requiring secure and automated
operations. This work has significantly influenced
the development of decentralized technologies and
continues to play a major role in advancing
blockchain-based systems.

IT1. DATASET DETAILS

The data in this system is generated through user
interactions within the application, where files are
uploaded and processed for secure storage . Each
uploaded file is divided into multiple smaller
blocks, which act as the basic units for storage in
the decentralized environment. Along with these
blocks, important information such as file name,
user details, block identification, encrypted content,
and unique hash values is maintained. These hash
values are created by the IPFS system and are used
to identify and locate each block in the network.
The overall data structure includes both metadata
and encrypted file segments, making it suitable for
distributed storage. By breaking files into smaller
parts and storing them across different nodes, the
system ensures better security and avoids storing
complete data in a single location.

To ensure secure and efficient handling of data,
several processing steps are applied within the
system. When a user uploads a file, it is first split
into smaller blocks to improve storage flexibility
and performance . Each block is then encrypted
using AES encryption to protect its content from
unauthorized access. After encryption, the blocks
are stored across different IPFS nodes, and a
unique hash value is generated for each block.
These hash values are recorded in the blockchain
using smart contracts, which helps in maintaining
data integrity and traceability. During retrieval, the
system collects all related hash values, fetches the
corresponding blocks from IPFS, and reconstructs
the original file by merging and decrypting them.
This structured approach ensures secure storage,
reliable access, and efficient data management in a
decentralized system.

IV. PROPOSED METHODOLOGY

The proposed system follows a structured approach
to provide secure and decentralized cloud storage
using blockchain technology. Initially, the system
sets up a blockchain network and IPFS

environment to enable distributed storage. A smart
contract is developed using Solidity to handle data
storage and retrieval operations on the blockchain.
When a user registers and logs into the system
through the web application, they can upload files
for secure storage. Once a file is uploaded, it is
divided into smaller blocks to improve security and
manageability. Each block is then encrypted using
the AES algorithm to protect the data from
unauthorized access. After encryption, the blocks
are stored across multiple IPFS nodes, and a unique
hash value is generated for each block. These hash
values are recorded in the blockchain through the
smart contract, ensuring immutability and
traceability.

After storing the data, the system provides
functionality to view stored blocks and download
files securely. During the retrieval process, the
system collects the hash values of the required file
from the blockchain and uses them to fetch the
corresponding encrypted blocks from IPFS. These
blocks are then combined in the correct order and
decrypted to reconstruct the original file. This
approach ensures that even if one node fails or is
compromised, the complete file cannot be accessed
without all block references. The system maintains
data integrity, privacy, and availability while
reducing dependency on centralized storage.
Overall, the methodology ensures a secure,
efficient, and reliable decentralized storage
solution.
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Figure [1]: Decentralized Secure Cloud Storage
System

Figure [1] shows the workflow of the proposed

system. The user uploads a file, which is split into

smaller blocks and encrypted. These blocks are
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stored in IPFS, and their hash values are saved in
the blockchain. During retrieval, the system
collects the hashes, fetches the blocks, and
reconstructs the original file.

V. RESULT AND DISCUSSION

The results of the proposed system show that using
blockchain along with IPFS can provide a secure
and reliable way to store data. During
implementation, files uploaded by users were
successfully divided into smaller parts and
encrypted before storage. These encrypted blocks
were distributed across different IPFS nodes, while
their corresponding hash values were stored on the
blockchain through smart contracts. When testing
the system, files were retrieved correctly by
collecting the stored hash values and reconstructing
the original file after decryption. The process
worked smoothly and ensured that data remained
safe and unchanged. Since the data is stored in a
distributed manner, it was still accessible even
when some nodes were not available. Any attempt
to modify stored data could be easily identified due
to changes in hash values. Overall, the system
performed well in terms of security, reliability, and
data availability, showing its usefulness as a
decentralized storage solution.
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Figure [2]: File Upload and Block Creation
Process

Figure [2] represents the file upload process where
a selected file is divided into multiple blocks. Each
block is encrypted and stored across IPFS nodes.
The system also generates hash values for each
block, which are saved in the blockchain. This step
ensures secure and distributed storage of data.

Figure [3]: Encrypted Block Storage and Hash
Representation

Figure [3] displays the details of stored file blocks,
including block names, encrypted content, and
corresponding hash values. These hash values act
as unique identifiers for retrieving the data from
IPFS. This representation helps in tracking and
managing stored data efficiently.
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Figure [4]: File Retrieval and Download
Interface

Figure [4] shows the file download process where
users can retrieve their stored files. The system
collects hash values from the blockchain, fetches
the corresponding blocks from IPFS, and
reconstructs the original file. This interface
demonstrates secure and reliable data retrieval in
the decentralized system.

Figure [5]: Smart Contract Deployment
Interface

Figure [5] shows the deployment of the smart
contract in the blockchain environment. It displays
the contract details along with the generated
contract address after successful deployment. This
interface confirms that the blockchain network is
active and ready to store and manage data securely.
The deployed smart contract is responsible for
storing file-related information and retrieving it
when required.

DISCUSSION

The results of this project show that decentralized
storage can significantly improve the way data is
stored, accessed, and protected. By integrating
blockchain technology with IPFS, the system
eliminates reliance on a single centralized storage
point, thereby reducing the risk of data breaches,
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failures, and  unauthorized access. This
decentralized approach enhances both security and
system robustness.

The method of dividing files into smaller encrypted
segments adds an additional layer of protection.
Even if a portion of the data is exposed, it cannot
be easily reconstructed without access to all
segments and proper decryption keys. This makes
the system highly resistant to attacks. Furthermore,
storing only hash values on the blockchain ensures
strong data integrity, as even a minor change in the
original file will produce a completely different
hash, allowing easy detection of tampering.

Another important advantage observed is improved
data availability. Since the data is distributed across
multiple nodes in the network, it remains accessible
even if some nodes fail or go offline. This increases
the reliability of the storage system compared to
traditional centralized solutions. The use of smart
contracts also enhances transparency and trust by
automating data management processes such as
storage verification and retrieval permissions.

During the testing phase, the system successfully
handled file upload and retrieval operations with
good accuracy and consistency. While larger files
required slightly more processing time due to
encryption, splitting, and reconstruction, the delay
is justified by the increased level of security and
reliability provided by the system.

In addition, the architecture proves to be scalable
and adaptable for real-world applications. As the
number of users or data volume increases, the
decentralized network can handle the load
efficiently without major structural changes. This
makes the system suitable for environments where
secure and distributed data storage is critical.

Overall, this work clearly demonstrates that
decentralized storage methods offer a safer, more
reliable, and efficient alternative to traditional
cloud storage systems. It highlights the practical
benefits of combining blockchain, encryption, and
distributed networks, and provides a strong base for
future improvements such as performance
optimization, faster retrieval mechanisms, and
enhanced access control strategies.

VI. CONCLUSION
This project successfully demonstrates the use of
blockchain and decentralized technologies to build
a secure cloud storage system. By applying
techniques such as file splitting, AES encryption,
and distributed storage using IPFS, the system
ensures that user data is well protected from
unauthorized access and single-point failures. The
division of files into smaller encrypted segments

enhances both security and storage -efficiency,
making it difficult for attackers to reconstruct the
original data without proper authorization.

The integration of blockchain technology to store
hash values plays a key role in maintaining data
integrity. Any modification in the stored data
results in a change in the hash, which can be easily
identified, ensuring that the data remains tamper-
proof. Additionally, the use of smart contracts
automates the process of data storage and retrieval,
providing transparency, trust, and reliability
without the need for a central authority. This
reduces dependency on traditional cloud providers
and eliminates risks associated with centralized
systems.

The system was tested for file upload and retrieval
operations, and the results confirm that it performs
accurately and consistently. Users are able to
securely store their files and retrieve them without
data loss or corruption. Although there is a slight
increase in processing time, especially for larger
files due to encryption and distributed storage
mechanisms, this trade-off is  acceptable
considering the significant improvement in security
and data protection.

Another advantage of the proposed system is its
scalability and flexibility. As it is based on
decentralized infrastructure, it can easily
accommodate more users and larger volumes of
data without major changes to the architecture. The
use of IPFS ensures efficient data distribution and
availability, even in cases where some nodes are
offline.

Overall, the developed system provides a secure,
reliable, and decentralized alternative to traditional
cloud storage solutions. It effectively combines
encryption, blockchain, and distributed storage to
address key challenges such as data security,
integrity, and trust. This work also demonstrates
the practical potential of blockchain technology in
real-world applications and lays a strong
foundation for future improvements, such as
optimizing performance, reducing latency, and
integrating advanced access control mechanisms.
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