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ABSTRACT:

Online payment systems have become a
crucial component of modern financial
services,buttheyareincreasinglyvulnerable to
fraudulent activities. Detecting fraudulent
transactions is a challenging task due to the
high class imbalance between genuine and
fraudulenttransactions. Thisprojectpresents a
machine learning-based approach to
accurately detect online payment fraud by
leveragingbalancedalgorithmstoaddressthe
skewed distribution of data. Various
resampling techniques such as Synthetic
Minority Over-sampling Technique
(SMOTE) and Adaptive Synthetic Sampling
(ADASYN) are employed to balance the
dataset.Multiplemachinelearningclassifiers
including Random Forest, Decision Tree,
Logistic Regression, and XGBoost are
trained and evaluated on the balanced data.
The models are assessed using performance
metrics such as accuracy, precision, recall,
F1-score, and Area Under the Curve (AUC-
ROC) to ensure robustness. Experimental
results demonstrate that balancing the data
significantly improves the ability of the
classifierstodetectfraudulentactivities. This
studyhighlightstheeffectivenessof

combiningbalancedsamplingstrategieswith
machinelearningalgorithmstobuildreliable
fraud detection systems in online payment
environments.

INTRODUCTION:

With the rapid growth of e-commerce and
digital transactions, online payment systems
havebecome an essential aspectof everyday
life. However, the convenience of online
payments has also led to a rise in fraudulent
activities, posing significant financial and
security risks to both consumers and
businesses. Online fraud can take various
forms, such as identity theft, phishing, and
unauthorized transactions, making fraud
detection a critical concern in the financial
technology sector.

One of the major challenges in fraud
detection is the inherent imbalance in the
data: fraudulent transactions typically
represent a very small percentage of total
transactions.Thisclassimbalancecanleadto

biased models that perform well on the
majority class (legitimate transactions) but
poorly on the minority class (fraudulent
transactions).Traditionalmachinelearning
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algorithms often fail to detect fraud
accurately due to this skewed distribution.

To address this issue, this project focuses on
employing balanced machine learning
algorithms to enhance fraud detection
performance. Techniques such as SMOTE
(Synthetic Minority Over-sampling
Technique), ADASYN (Adaptive Synthetic
Sampling), and random under-sampling are
applied to the dataset to balance the class
distribution.Thesebalanceddatasetsarethen

used to train various machine learning
models, including Decision Trees, Random
Forest, Logistic Regression, and XGBoost.

The primary goal of this project is to build a
reliable and accurate fraud detection system
that can effectively identify fraudulent
transactions in real time, minimize false
positives, and adapt to changing patterns in
fraudulent behavior. The performance of
each model is evaluated using metrics like
precision,recall,F1-score,andROC-AUCto
ensure a comprehensive understanding of
their effectiveness.

LITERATURESURVEY:

Title:Credit Card Fraud Detection through
Cost-Sensitive and Ensemble Learning
Author(s): Dal Pozzolo, A., Boracchi, G.,
Caelen, O., Alippi, C., &Bontempi, G.
(2015)

Description:

This study addresses the issue of class
imbalance in fraud detection using cost-
sensitive learning and ensemble methods.
The authors highlight that traditional
accuracy metrics can be misleading and
recommend precision-recall and ROC-AUC
curvesforbetterevaluation. Theyapply

random under-sampling and ensemble
techniques to improve the detection of rare
fraudulent transactions, achieving higher
recallwithoutsignificantlyaffectingthefalse
positive rate.

Title:Credit Card Fraud Detection: A
Realistic Modeling and a Novel Learning
Strategy

Author(s): Carcillo, F., Dal Pozzolo, A., Le
Borgne, Y.-A., Caelen, O., Bontempi, G.
(2018)

Description:

Carcillo et al. introduce a real-world credit
card dataset and propose a novel learning
strategy based on balanced random forests
and ensemble methods. Their approach
considers temporal dependencies and data
drift, making the detection system more
adaptive to evolving fraud patterns. The
paper shows that combining oversampling
andmodelensemblingsignificantlyimproves
performance on imbalanced datasets.

Title:ModelingandSimulationofReal-Time
CreditCardFraudDetectionUsingMachine
Learning Techniques
Author(s): Bhattacharyya, S., Jha, S,
Tharakunnel, K., & Westland, J. C. (2011)
Description:

This paper provides a comparative study of
machinelearning classifierssuch as Logistic
Regression, Decision Trees, and Support
Vector Machines for fraud detection. It
emphasizes the importance of data
preprocessing and class rebalancing. The
study concludes that Decision Trees and
ensemble models outperform others when
used in conjunction with rebalancing
techniques like under-sampling.
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Title:Recurrent Neural Network for Credit
Card Fraud Detection
Author(s): Jurgovsky, J., Granitzer, M.,
Ziegler,K.,Calabretto,S.,Portier,P.E.,He-
Guelton, L., &Caelen, O. (2018)
Description:

Jurgovsky et al. explore the application of
Recurrent Neural Networks (RNNs) for
capturing temporal patterns in sequential
transaction data. The model is trained on a
large dataset of transaction sequences and
shows strong performance. However, the
high computational complexity and need for
large, labeled datasets limit its applicability
in real-time systems.

Title:DetectingCreditCardFraudbyUsing a
Hybrid Method of Oversampling and
Boosting
Author(s):Fiore,U.,DeSantis,A.,Perla,F.,
Zanetti, P., &Palmieri, F. (2019)
Description:

The authors propose a hybrid model
combining SMOTE for oversampling and
AdaBoost for classification. This method
effectively increases sensitivity to the
minorityfraudclasswhilekeepingtheoverall
error rate low. Their results show that
combining oversampling techniques with
boosting algorithms provides a substantial
improvement in fraud detection accuracy.

Title:A  Cost-Sensitive  Decision  Tree
Approach for Credit Card Fraud Detection
Author(s): Sahin, Y., &Duman, E. (2011)
Description:

This research introduces a cost-sensitive
decisiontreeclassifiertailoredforcreditcard
fraud detection. By assigning higher
misclassification costs to  fraudulent
transactions,themodelachievesimproved

fraud detection performance. The study also
illustrates the effectiveness of cost-based
learning over traditional methods when
dealing with imbalanced data.

SYSTEMANALYSIS
EXISTINGSYSTEM:

The existing fraud detection systems in
online payment platforms primarily rely on
rule-based approaches and traditional
machine learning models. Rule-based
systemsflagtransactionsbasedonpredefined
conditions such as location mismatch, large
transaction amount, or repeated failed login
attempts.Whilethesemethodsaresimpleand
interpretable, they are rigid and struggle to
adapt to evolving fraud patterns. Fraudsters
can easily bypass static rules by slightly
modifying their behavior, making these
systems increasingly ineffective in detecting
sophisticated fraud.

Traditional machine learning models like
Logistic Regression, Decision Trees, and
NaiveBayeshavebeenusedtoenhancefraud
detection capabilities. These models learn
patterns from historical data and make
predictions on new transactions. However,
theyoftenfailtodetectrarefraudulentevents
because the training data is highly
imbalanced—fraudulent transactions make
upaverysmallpercentageoftheoveralldata. As
a result, models tend to be biased toward
predicting the majority class, i.e., legitimate
transactions.

To address class imbalance, some systems
applybasicresamplingtechniquessuchas
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random under-sampling or oversampling.
Although these methods help to a certain
extent, they have limitations. Under-
sampling can lead to loss of valuable data
from the majority class, while oversampling
can cause overfitting due to duplication of
minority class samples. Therefore, such
techniques may not always yield reliable or
generalizable results, especially when
dealing with complex and high-volume
transactional data.

In addition, most existing systems lack real-
time processing capabilities. Many fraud
detectionmodelsarebatch-processed,where
predictionsaremadeafterdatacollectionand
preprocessing are complete. This delay can
result in missed opportunities to prevent
fraudulent transactions before they are
executed. In real-world applications, real-
time detection is critical to prevent financial
losses and protect customers' accounts
effectively.

Moreover, some existing systems do not
incorporate feedback loops or dynamic
learning. This means they are not updated
frequently to reflect new fraud patterns or
adapt to changes in user behavior. Without
periodic  retraining  or  incorporating
streaming data, the models become outdated
and lose their predictive power over time.
This static nature makes them vulnerable in
the constantly changing landscape of cyber
fraud.

Finally,manyexistingsystemsareblack-box
models that lack transparency. In industries
like finance where explainability is
important, models that cannot provide
interpretable decisions face resistance from
stakeholdersandregulators. Thereisa

growing demand for models that not only
perform well but also provide clear
justifications for their predictions. This
requirementisoftenunmetbymanyexisting
fraud detection systems.

DisadvantagesofExistingSystems:

Ineffective Handling of Imbalanced Data:
Most traditional fraud detection systems
struggle with the extreme class imbalance
between  legitimate  and  fraudulent
transactions. This often results in poor
detection of fraud cases, as models tend to
favorthemajorityclass,leadingtohighfalse
negatives.

Rigid Rule-Based Logic:
Rule-based systems depend on manually
defined patterns and thresholds, which are
not adaptive to evolving fraud techniques.
Once fraudsters learn the rules, they can
easilyaltertheirbehaviortobypassdetection,
making such systems ineffective in dynamic
environments.

LackofReal-TimeDetection:Many existing
systems operate on batch
processinganddonotsupportreal-timefraud
detection. This delay can allow fraudulent
transactions to be completed before being
flagged, resulting in financial losses and
reduced user trust.

Overfitting in Oversampling Techniques:
Oversampling  methods like  random
oversampling can lead to overfitting, where
themodelperforms well ontrainingdata but
poorly on unseen data. This limits the
generalization capability of the fraud
detection system.
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Loss of Information in Under-Sampling:
While under-sampling helps balance the
dataset,itmaydiscardimportantinformation
from the majority class, which can degrade
the performance of the model and reduce its
ability to distinguish between genuine and
fraudulent transactions.

Low Interpretability and Transparency:
Many machine learning models used in
existing systems act as black boxes, offering
little to no explanation behind their
predictions. This lack of interpretability is a
major  drawback in  finance-related
applications,wheretransparencyandtrustare
crucial.

PROPOSEDSYSTEM:

The proposed system aims to build a robust
and intelligent online fraud payment
detectionframeworkusingmachinelearning

algorithms enhanced by class balancing
techniques. Unlike traditional systems, this
model is designed to effectively handle the
severe class imbalance in transactional
datasets by integrating advanced resampling
strategies such as SMOTE (Synthetic
Minority Over-sampling Technique),
ADASYN (Adaptive Synthetic Sampling),
and hybrid sampling approaches. These
techniques generate synthetic samples of
fraudulent transactions or balance the class
distribution,improvingthemodel’sabilityto

recognizefraudwithoutlosingvaluabledata.

The system employs multiple supervised
machine learning algorithms, including
Logistic Regression, Random  Forest,
DecisionTree,andXGBoost,tolearn

complex patterns from historical transaction
data. Each model is trained and tested on a
balanced dataset to ensure  better
generalization and improved sensitivity to
minority class (fraudulent) instances. These
models are selected for their high accuracy,
interpretability, and efficiency in detecting
rare events like fraud.

To ensure optimal performance, the system
usesperformance evaluationmetricsthat are
suitable for imbalanced classification
problems, such as Precision, Recall, F1-
Score, and ROC-AUC, rather than relying
solely on accuracy. This ensures a more
realisticassessmentofthemodel'scapability to
detect fraud without being biased toward the
majority class.

The system also incorporates automated
preprocessing steps including data cleaning,
normalization, feature selection, and
encoding of categorical variables. This
pipeline ensures that the data fed into the
models is of high quality and free from
inconsistencies, which  enhances the
reliability of predictions.

Furthermore,theproposedmodelisdesigned
withscalabilityandreal-timeimplementation
in mind. By leveraging efficient algorithms
and lightweight resampling techniques, the
system can be integrated into real-time
payment platforms to instantly detect
suspicious transactions and trigger alerts or
preventive actions.

Overall, the proposed system overcomes the
limitations of existing models by combining
class balancing techniques with powerful
machinelearningalgorithms,enabling
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accurate,interpretable,andscalablefraud
detection for online payment systems.

AdvantagesoftheProposedSystem:

1. Improved Detection of Fraudulent
Transactions:
By applying advanced resampling
techniques like SMOTE and ADASYN,
theproposedsystemeffectivelyaddresses
the class imbalance problem,
significantly improving the detection of
fraudulent transactions. The system is
better equipped to identify rare fraud
cases, which are typically
underrepresented in traditional datasets.

2. HigherPrecisionandRecall:
Theuseofbalanceddatasetsensuresthat
themodelisnotbiasedtowardpredicting
legitimate transactions. As a result, the
system achieves higher precision and
recall for the minority class (fraud),
reducing the number of false negatives
(missed fraudulent transactions) and
improving overall detection accuracy.

3. Real-TimeFraudDetection:
Theproposedsystemisdesignedtowork in
real-time, enabling immediate detection
and response to fraudulent activities as
they occur. This allows for the
prevention of financial losses and
enhances the security of online payment
platforms by quickly flagging suspicious
transactions before they are completed.

4. ScalabilityandAdaptability:The system
is scalable and can handle large volumes
of transactional data, making it suitable
for high-traffic payment platforms.
Additionally, it can
adapttonewfraudpatternsby

periodically retraining the model with
updated data, ensuring continued
accuracy as fraud tactics evolve.

5. Improved Interpretability:
Unlike many black-box models, the
machine learning algorithms selected for
the proposed system, such as Decision
Trees and Random  Forest, are
interpretable. Thisallowsstakeholdersto
understand how decisions are made and
increases trust in the system, which is
crucial in financial applications.

6. Comprehensive Evaluation Metrics:
By using appropriate evaluation metrics
such as F1-Score, ROC-AUC, and
Precision-Recall curves, the system
provides a more detailed and accurate
assessmentofmodelperformance.These
metrics are particularly valuable in
imbalanced classification  problems,
ensuring that the system can detect fraud
effectively without being skewed by the
majority class.

IMPLEMENTATION:

The implementation of the Online Fraud
Payment Detection System focuses on
identifying  fraudulent online payment
transactions using balanced Machine
Learningalgorithms.Sincefrauddatasetsare

usuallyhighlyimbalanced,balancedlearning

techniques are applied to improve fraud
detection accuracy and reduce false
predictions.

The system analyzes online transaction
patterns in real time and classifies
transactions as legitimate or fraudulent.
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1. Data Collection:
The first stage involves collecting online
payment transaction data from various
sources such as:

e CreditCardTransactions

o DebitCardPayments

« UPITransactions

o MobileWallet Payments

e InternetBankingTransactions

e E-commercePayment Gateways
Thedatasetmaycontainthefollowingattributes:

e TransactionID

e TransactionAmount

e Transaction Time

o Customer ID

e Devicelnformation

o IPAddress

e PaymentMethod

e MerchantDetails

o GeographicLocation

« Transaction Frequency
These attributes help identify unusual
payment behavior.
2. Data Preprocessing:
Thecollectedtransaction datais cleaned and
prepared before model training.
Preprocessingincludes:

« Removingduplicaterecords

« Handlingmissingvalues

e Noiseremoval

« Encodingcategoricalvariables

o [Featurescalingandnormalization

« Databalancing preparation
This stage improves data quality and
prediction performance.
3. HandlinglmbalancedDataset:
Fraud detection datasets are highly
imbalanced because fraudulent transactions
are much fewer than legitimate transactions.

BalancedMachineLearningtechniquesare
applied to solve this issue.
BalancingTechniquesUsed
Oversampling
Fraudulenttransactionsamplesareincreased
using techniques such as:
« SMOTE (Synthetic
Oversampling Technique)
« RandomOversampling
Under sampling
Legitimate transaction samples are reduced
to balance the dataset.
Hybrid Balancing
A combination of oversampling and under
sampling is applied for better model
performance.
Balancing improves the model’s ability to
detect fraud accurately.

Minority

4. FeatureEngineering:

Important transaction-related features are
extracted, such as:

o Averagetransaction amount

« Transactionfrequency

« Suddenspendingbehavior

o Logindevice changes

o Geographiclocation mismatch
o Failedtransactionattempts

o Time-basedtransactionpatterns

Featureengineeringenhancesfrauddetection
capability.
5. MachineLearningModelDevelopment:

Balanced Machine Learning algorithms are
used to classify transactions.

910 | Page



Journal of Science Engineering Technology and Management Science

Volume 03, Issue 06, June 2026

ISSN: 3049-0952
www.,jsetms.com

Commonalgorithms include:

o Logistic Regression

o DecisionTree

o RandomForest

e SupportVectorMachine (SVM)

o XGBoost

o GradientBoosting

o Artificial Neural Networks (ANN)
Balanceddatasetsareusedduringmodel
training to improve fraud prediction.
6. ModelTrainingandTesting:
Thedatasetisdivided into:

e Training Dataset

« ValidationDataset

e TestingDataset
Training Phase
The model learns fraud patterns from
balanced transaction data.
TestingPhase
The trained model is tested using unseen

payment transactions to evaluate
performance.
Performancemetricsinclude:

e Accuracy

e Precision

e Recall

e F1-Score

e ROC-AUCScore

o Confusion Matrix
Special attention is given to Recall and
Precision because fraud detection requires
minimizing false negatives.

METHODOLOGY:

The methodology of the proposed Online
Fraud Payment Detection System follows a
balanced Machine Learning approach for
accurate fraud classification.

Stepl:Problemldentification
Online payment fraud is increasing rapidly
due to digital transactions and cybercrime
activities. Traditional systems may fail to
identify fraud accurately because of
imbalanced transaction datasets. The
proposed system aims to improve fraud
detection using balanced Machine Learning
algorithms.
Step2:Requirement Analysis
Thefollowingrequirementsare analyzed:

e Onlinepaymentdatasets

« Databalancing techniques

o Frauddetection algorithms

e Securityalert mechanisms

o Real-timepredictionrequirements
Step3:Dataset Preparation
Theonlinetransactiondatasetispreparedand
divided into:

e Training Dataset

« ValidationDataset

e TestingDataset
Databalancingtechniquesareappliedbefore
model training.
Step4:DataBalancing Implementation
Themethodology applies:

1. Oversamplingminorityfraud class

2. Undersamplingmajoritylegitimate

class

3. Hybridbalancing techniques

4. Balanceddataset generation
This improves classification performance.
Step5:MachineLearninglmplementation
The Machine Learning workflow includes:

1. Collecttransactiondata

2. Preprocessandcleandata

3. BalancedatasetusingSMOTEor under

sampling
4. Extractimportant features
5. TrainbalancedMLmodel
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6. Testpredictionperformance

7. Detectfraudulent transactions

8. Generate security alerts
Step6:PerformanceEvaluation 2.
Thesystemisevaluatedbasedon:

Detection system, allowing users to
navigate through login and registration
options.

It serves as the entry point of the
application,whereuserscanaccessfraud

Frauddetection accuracy
Precisionandrecall
Falsepositiverate
Processingspeed
Real-timepredictioncapability

Step7:Result Generation
Thesystemgeneratesoutputssuchas:

Fraud alerts

Riskscore analysis
Transactionclassification reports
Fraudprobability prediction
Securitymonitoringreports

TechnologiesUsed

detection services and securely manage
their payment transactions.
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FigNo:2RegistrationPage

e Python
« Scikit-learn Theregistrationpageallowsnewusersto
« TensorFlow create an account by providing details
« Pandas&NumPy such as username, password, contact
« SMOTEAIgorithms number, email, and address.
»  Flask/Django Userinformationissecurelystoredinthe
*  MySQL/MongoDB database, enabling authenticated access
* AWS/Azure Cloud to the fraud payment detection system
and its services.
RESULTS:
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1. The login page authenticates

registered users by verifying their
username and password before
granting access to the system.

2. Secure user authentication ensures
that only authorized users can
perform transactions and utilize the
fraud detection features.

. 9

FigNo:4SMOTEBalancing Dataset

1.

2.

This screen shows the application of
SMOTE (Synthetic Minority Over-
sampling Technique) to balance the
dataset by generating synthetic fraud
transaction samples.
AfterapplyingSMOTE,thetrainingdata
increasedfrom22,570t031,886records,
resultinginanequaldistributionoffraud
and non-fraud classes for improved
model performance.

FigNo:5Model Training

. This screen presents the performance

evaluation of different machine learning
algorithms, where Random Forest with
SMOTE achieved the highest accuracy,
precision, recall, and F1-score for fraud
detection.

. The confusion matrix and comparison

graph demonstrate that balancing the
dataset using SMOTE significantly
improves the model's ability to correctly
identify fraudulent transactions while
reducing misclassification errors.
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ol Nt

FigNo:6Test Data Screen

. This screen allows the user to upload a

test dataset, which is analyzed by the
trained machine learning model to
identify  fraudulent and legitimate
transactions.

. The system applies the best-performing

balanced ML model to predict fraud in
real-time and helps prevent financial
losses by flagging suspicious payments.
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FigNo:70utput Screen

1. Thisscreendisplaysthepredictionresults
generatedbythetrainedmachinelearning
model, classifying each transaction as
either Fraud Transaction or Normal
Transaction.

2. The system analyzes transaction
attributes and  automatically flags
suspicious activities, enabling quick
identification and  prevention  of
fraudulent online payments.

CONCLUSION:

The proposed system for online fraud
paymentdetectionusingbalancedmachine
learning algorithms offers a significant
improvement over traditional methods by
addressing key challenges such as class
imbalance and real-time fraud detection. By
utilizing advanced resampling techniques
like SMOTE and ADASYN, the system
ensures that fraudulent transactions, which
are underrepresented in most datasets, are
effectively detected without sacrificing the
accuracyofpredictionsforlegitimate

transactions. This balance allows for a more
reliable and accurate fraud detection system,
capableofidentifyingfraudulentactivitiesin
real-time,thusminimizingpotentialfinancial
losses for both businesses and customers.

The incorporation of multiple machine
learning algorithms, including Logistic
Regression, Random Forest, Decision
Trees, and XGBoost, allows for a
comprehensive comparison of different
models. This ensures that the most effective
model for the given dataset is chosen, based
on performance metrics like Precision,
Recall, F1-Score, and ROC-AUC.
Additionally, the system emphasizes model
interpretability, enabling stakeholders to
understand the rationale behind fraud
detection decisions, which is crucial in the
financial domain  where trust and
transparency are essential.

Furthermore,thesystem’sabilitytoscaleand
handle high transaction volumes makes it an
ideal candidate for integration into real-time
payment systems. Its ability to perform
instant fraud detection ensures that
suspicious  transactions are  flagged
immediately,  preventing  unauthorized
transactionsfrombeingcompleted. Thereal-
time aspect of the system enhances the
security and integrity of online payment
platforms, safeguarding users from potential
financial threats.

In conclusion, the proposed fraud detection
system represents a step forward in
combating onlinepayment fraud byutilizing
modern machine learning techniques,
addressing data imbalance issues, and
ensuringreal-timedetectioncapabilities. The
system’sadaptability,accuracy,and
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transparency make it a valuable tool for
financialinstitutions,e-commerceplatforms,
and payment processors in their ongoing
efforts to protect their users and assets from
fraudulent activities.
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