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Abstract - The proposed research project presents an integrated 

machine learning framework for detecting fraudulent activities on 

online job platforms using Random Forest and XGBoost 

algorithms. The system applies a comprehensive multi-layered 

approach that combines natural language processing, feature 

engineering, and statistical analysis to identify deceptive or 

misleading job postings. The study analyzes more than twenty 

distinct features extracted from five major categories, including 

evaluation of job description text, examination of company 

profiles, analysis of job requirements, verification of location 

details, and assessment of salary information.The developed model 

effectively detects suspicious patterns commonly associated with 

fraudulent job listings, such as poor grammatical structure, 

unrealistic salary offers, and unverifiable company information. 

To enhance detection performance, the system incorporates 

several data preparation techniques, including data preprocessing, 

outlier detection methods, statistical validation techniques, and 

handling class imbalance in the dataset. Furthermore, the 

research evaluates the model using appropriate testing strategies 

and statistical performance metrics, including measures such as 

precision, recall, and overall accuracy. The results demonstrate 

that the proposed framework provides a practical and efficient 

solution for identifying fraudulent job postings. By improving the 

reliability of job listings, this system can contribute to enhancing 

the security, transparency, and trustworthiness of online 

employment platforms. 
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I. INTRODUCTION 

 

The digital transformation of the labor market has 

revolutionized hiring practices, it has also opened up 

new ways for fraudulent activities. This research 

project tackles the vital problem of fraudulent job 

postings with a novel machine learning based approach 

that includes natural language processing, feature 

engineering, and statistical modelling. The system will 

also help protect job seekers against scams while 

keeping online job boards honest. 

The project has implemented a multi-layered analytical 

process that examines job postings on various 

dimensions. The review of postings begins with 

structural elements such as the inclusion of logos, the 

job description and any screening questions that are 

associated with the job status. The second level of 

analysis involves a deep analysis of the job descriptions 

and searches for suspicious patterns within the 

descriptions for example, poor grammar, unreasonable 

salary ranges, ill-defined companies, etc. There is an 

integrated feature engineering pipeline to extract over 

20 features which can be categorized in five groups 

(description-based (suspicious words, length analysis, 

quality of grammar), company profile (presence of 

website, company profile completeness), requirements 

analysis (qualifications benchmarks, experience), 

geographical (multiple locations, vague addresses), 

salary (reasonable salary ranges, compensation 

structures)). 

 

The technical implementation utilizes machine learning 

algorithms, specifically Random Forest and XGBoost. 

In the case of Random Forest implementation there are 

500 decision trees with tuned hyperparameters, where 

at each split the features are selected based on the 

square root of the total features. The technical 

implementation deployed some of the best data pre- 

processing techniques, which included outlier detection 

using Interquartile Range (IQR), missing value 

imputation, and class balancing to increase the 

reliability of the model. The technical implementation 

evaluated performance by standard machine learning 

metrics also taking into consideration important metrics 

such as precision and recall to reflect the importance of 

fraud detection. The project included data visualization 

components, including distribution analysis of 

employment types, job distribution by industry, and 

salary ranges, which offered valuable insights into the 

job market while improving interpretability of the 

models.This research has contributed greatly to online 

fraud detection by offering a practical and scalable 

approach applicable to job platforms. The system's 

simultaneous review of different aspects of a job 

posting, along with its advanced feature engineering 
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and machine learning application, will be invaluable in 

maintaining the integrity of online job platforms and 

safeguarding job seekers from job fraud. 

 

II. LITERATURE REVIEW 

 

The increase in online job scams has created a need for 

more sophisticated detection systems that utilize 

machine learning (ML) to determine whether jobs are 

legitimate or fraudulent. This literature review assessed 

25 studies the main focus being fake job prediction, 

with considerable attention to Random Forest, 

XGBoost, data preprocessing and potential dataset 

issues. In summary these studies collectively advance 

the field by testing ensemble approaches, feature 

engineering and handling imbalanced datasets as well 

as identifying additional research opportunities (e.g., 

deploying models in real time and increasing model 

explainability). 

 

Dataset and Problem Context 

The Employment Scam Aegean Dataset (EMSCAD) 

represents a seminal contribution to detecting fake jobs 

and was published by Vidros et al (2017) [2]. 

EMSCAD is a dataset that contains 18,000 job postings 

and served as a standardized benchmark due to its 

textual features (e.g., job description, company 

description) and metadata features (e.g., job location, 

salary). The authors applied Random Forest and 

reported an accuracy of 91%, which demonstrated the 

potential of this dataset for fraud detection with 

machine learning methods. A number of studies in our 

review rely on EMSCAD for research, including but 

not limited to Habiba et al. (2021) [1], Kumari et al. 

(2023) [4], and Anita et al. (2021) [5], which highlight 

the foundational aspect of EMSCAD for all 

comparative studies. 

 

Random Forest for Fake Job Detection 

Random Forest, an ensemble bagging method, is 

commonly used due to its versatility in high- 

dimensional domains and its effective use of features. 

Breiman (2001) [20] provided the theoretical basis for 

Random Forest, explaining that it reduced overfitting 

by allowing predictions to be averaged across decision 

trees. In terms of fake job prediction, Habiba et al. 

(2021) [1] compared Random Forest to other classifiers 

on EMSCAD and recorded 96% accuracy, advertising 

that done so on a balanced dataset. Likewise, in Anita 

et al. (2021) [5] used Random Forest in deep learning 

hybrids, where they reached an 97% accuracy; they 

mentioned the ability of Random Forest to realize 

interactions among model features. Baraneetharan 

(2022) [12] described their use of Random Forest to 

perform fake job detection with a high level of 99.2% 

accuracy, using a meaningful consideration for the 

stability of Random Forest with features derived from 

the text of job titles and descriptions. Gulshan et al. 

(2022) [15] and Reddy & Reddy (2021) [11] also 

reported on Random Forest is promising performance, 

while both authors noted that Random Forest can be 

sensitive to imbalanced datasets - something that 

continues to be a problem with real job postings. 

 

Text Processing and Feature Engineering 

Textual features impact the largest role in fake job 

detection because job postings have a big narrative. 

Qaiser & Ali (2018) [21] proposed TF-IDF to identify 

relevance of words, which is the same modeling 

technique described by Mehta et al. (2022) [14]. Using 

the related words, Random Forest was accurate at 

almost 96% using NLP-based features. Joulin et al. 

(2016) [23] shared better methodologies for text 

classification and analyses, which influenced studies 

and authors such as Swetha et al. (2023) [16] which 

used NLP to detect employment scams with a 95% 

recall score. Ahmed et al. (2020) [13] used n-gram 

analysis, a feature that is versatile for job fraud 

detection, and achieved 94% accuracy with Random 

Forest. Emphasis is placed on the increase model's fit 

when preprocessing textual features (Analysis, Bag of 

Words, Word2Vec, etc.) before fitting to any ensemble 

method in the literature. 

 

Addressing Imbalanced Data 

Imbalanced datasets present problems for researchers 

because there are typically significantly fewer fake 

postings than real postings. He et al. (2008) [22] 

suggested the ADASYN method for synthetic sampling 

before oversampling. Following this, papers such as 

Naudé et al. (2023) [3] and Ullah & Jamjoom (2022) 

[10] applied SMOTE with XGBoost to boost recall. 

Ranparia et al. (2020) [9] explored a few variations of 

sequential networks, but included Random Forest as a 

baseline to compare results with oversampling 

(achieving 93% accuracy). This line of literature 

directly attempts to mitigate bias related to imbalanced 
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datasets, but is at risk of overfitting, noted by Kumari 

et al. (2023) [4]. 

 

Gaps and Next Steps 

While a number of issues have been resolved with 

regards to job scams, there are still a number of gaps. 

Despite fully functioning systems for real-time 

detection, noted by Alghamdi & Alharby (2021) [7], 

development is still slow because the computational 

load of models such as XGBoost potentially limit 

effectiveness. The method used to interpret models is 

critical to build trust in fraud detection, however, with 

only Mehta et al. (2022) [14] exploring feature 

importance in passing. Cross-dataset generalization is 

another concern since the majority of studies use 

EMSCAD, which may limit robustness to various 

platforms, as interrogated by Vidros et al. (2017) [2]. 

Very few papers publish findings on hybrid spaces 

(e.g., social media), where job scams run rampant, aside 

from the work of Swetha et al. (2023) [16]. 

 

III. METHODOLOGY 

 

The whole process of the system is illustrated in Fig. 1. 

The first step is to collect data, which is then followed by 

exploratory data analysis (EDA) to uncover hidden 

patterns and insights from the data. Next, data 

preprocessing occurs after mapping the data to a data 

quality model which involves data cleaning, data 

normalization, and data transformation to obtain usable 

data for modeling. Feature engineering is conducted to 

derive new input features in order for the model to make 

better predictions. From there, the training of multiple 

machine learning models would occur from the pre- 

processed data and evaluated using relevant metrics. The 

best performing model would be chosen and deployed, 

followed lastly by building a user interface for an end- 

user to interact with the deployed model. 
 

Fig 1. Methodology for developing system 

A. Data Collection 

A customized dataset of approximately 200,000 job 

postings was created to train and evaluate the fake job 

posting detection system. The initial Kaggle dataset of 

18,000 listings had limitations, including a labeled 

fraudulent column and imbalanced classes, which risked 

data leakage and hindered model generalization. To 

overcome these, the larger dataset was generated using 

AI-driven augmentation, synthetic data generation, and 

advanced feature engineering. Key features such as 

professional language, company profiles, salary details, 

application questions, and structured job requirements 

were included, ensuring a balanced mix of real and fake 

job postings for model development. 

 
Fig 2. Outlier of requirements_length 

 

Fig 3. Correlation Matrix 

 

B. Data Preprocessing 

To prepare the dataset for effective fake job detection, 

a comprehensive preprocessing pipeline was applied to 

clean, transform, and structure the raw data into 

meaningful features. Missing values in key text fields 

such as job description, requirements, benefits, and 

company profile were flagged using binary indicators, 

allowing the model to capture content presence or 
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absence. Text data was then processed to extract signal- 

based features—keywords and phrases commonly 

associated with scams (e.g., “quick money”, “work 

from home”, “no experience”) were identified using 

regular expressions, while professional terms and 

grammatical consistency were used as indicators of 

authenticity. Outlier detection was applied by 

evaluating the character lengths of text fields, flagging 

postings that were unusually short or excessively long, 

which often suggest template-generated or deceptive 

content. Metadata features such as vague location 

entries (e.g., "anywhere", "remote") and unrealistic 

salary patterns were also flagged, as these are 

frequently associated with fraudulent listings. 

Company-related fields were assessed for legitimacy 

through features like the presence of a company logo 

and the quality of the company profile, with vague or 

overly brief descriptions flagged accordingly. To 

address class imbalance, under sampling was 

performed to equalize the number of fake and real job 

postings, ensuring unbiased model training. The final 

dataset included 19 engineered features, all designed to 

capture suspicious linguistic and structural patterns 

indicative of scam postings. 

 

C. Feature Engineering 

Feature engineering was focused on enhancing the 

model's ability to distinguish between fake and 

legitimate job postings by transforming raw text and 

metadata into informative predictors. From textual 

fields like job description, requirements, and benefits, 

signal-based features were derived using keyword 

spotting for scam-related terms (e.g., “no experience”, 

“immediate hire”, “limited spots”) and promotional 

language. Binary indicators were created to capture the 

presence or absence of text in critical fields, flagging 

empty or minimal content as potential red flags. 

Length-based features such as word count and character 

count were used to identify overly short or excessively 

verbose job descriptions, both of which often correlate 

with fraudulent activity. For categorical fields like 

employment type, required experience, and location, 

encoding techniques were applied to retain meaningful 

groupings while avoiding overfitting. Additional 

engineered features included counts of suspicious 

phrases, number of punctuation marks, and 

grammatical inconsistencies, which have been 

observed in fake postings. Company credibility was 

also inferred from metadata, such as the presence of a 

logo, the completeness of the company profile, and 

patterns in job titles. Collectively, these engineered 

features aimed to encapsulate the behavioral and 

linguistic nuances of scam job ads, improving model 

interpretability and predictive performance. 

 

D. Model Training (Random Forest & XGBoost) 

In this stage, we trained two ensemble learning 

algorithms—Random Forest (RF) and Extreme 

Gradient Boosting (XGBoost)—on the engineered 

feature set. These models were chosen for their 

robustness, interpretability, and strong performance on 

classification tasks involving high-dimensional and 

imbalanced data. 

 

Random Forest constructs multiple decision trees and 

merges their outputs to improve generalization and 

reduce overfitting. Tree splitting during training is 

based on impurity measures such as entropy and Gini 

index. The entropy is calculated as: 

 

 

where pip_ipi is the proportion of samples belonging to 

class iii in set SSS. Alternatively, the Gini index is also 

widely used: 

 

 

These criteria determine the optimal split at each node 

of the decision tree. Hyperparameters such as the 

number of trees, max depth, and minimum samples per 

leaf were tuned using cross-validation to balance bias 

and variance. 

 

Extreme Gradient Boosting (XGBoost) is a powerful 

tree-based ensemble algorithm known for its scalability 

and high performance. It builds trees sequentially, 

where each new tree corrects the errors of the previous 

one. XGBoost optimizes a regularized objective 

function to balance model accuracy and complexity, 

thereby reducing overfitting. 
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The general objective function of XGBoost is defined 

as: 

 

 

 

IV. RESULTS AND DISCUSSIONS 

 

In our experiments, both Random Forest and XGBoost 

were trained on a preprocessed and feature-engineered 

dataset for fake job detection. While XGBoost provided 

competitive results, the Random Forest model 

outperformed it in terms of accuracy, precision, and 

recall. This suggests that Random Forest was better 

suited for capturing the patterns in our dataset, 

especially with the engineered features and class 

imbalance handling. 

 

Overall, Random Forest proved to be a more effective 

model for this task, offering better generalization and 

detection capability. Future enhancements will include 

exploring additional ensemble methods, refining 

feature selection, and testing real-time detection for 

broader applicability. 

 

Fig 4. Result 

 

 
Fig 5. Result 

V. FUTURE SCOPE 

 

The project could be expanded into a comprehensive 

platform offering an even better user experience and 

many more use cases. That includes making dashboards 

for administrators of a job platform, browser plug-ins 

for real-time fraud detection, and mobile apps for 

verification services. There are possibilities of 

launching the system to detect other types of online 

fraud, redesigned for other languages and local 

markets, linking with professional networks, and 

expanding the functionality with elements of on-line 

teaching and learning. Security and privacy would 

ultimately be strengthened with secure data 

management practices, privacy-protecting machine 

learning techniques, and implementing blockchain 

technologies for secure (and immutable) fraud 

histories. Additionally, real-time processing 

capabilities using distributed computing and taping into 

cloud computing enables working with large-scale data 

while maintaining fast processing speeds. With a far- 

sighted view for development, the part the plan may 

include collaborative features via coordinated 

community reporting systems and fraud prevention 

databases to maximize fraud prevention. It may 

integrate regulatory standards[with the right features to 

ensure (i.e. being in accordance with regulatory 

frameworks across regional geographies and using 

audit trails originally from fraud decision making)] and 

plug ins for job hosting services and have the right APIs 

to standardize functionality. Analytics dashboards to 

visualize fraud detection patterns and for use with 

predictive analytics should be included. Research and 

development plans may include the exploration of new 

metrics for fraud detection, new benchmark and 

simulation datasets for testing. This overall related to 

much more than fraud detection the anticipated plan 

represents significant future opportunities. This may 

also serve as potential foundations related to the 

changes evolving, developing a more scaled version to 

address the state of possibilities that is significant in 

potential for improving online job posting fraud 

detection. 

 

VI. CONCLUSION 

This project has developed an advanced machine 

learning system to detect fraudulent job postings, which 

has been shown to be effective at identifying suspicious 
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postings through the combination of natural language 

processing techniques, feature engineering, and 

statistical methodology. Using Random Forests and 

XGBoost as classifiers, together with data pre- 

processing, we have developed a strong fraud detection 

system that allows us to analyze over 20 unique features 

across five different categories. This system addresses 

fraud schemes through a structured multi-stage 

approach that scans for, and analyzes structural 

characteristics, linguistic features, and contextual 

nuances - collectively capturing a wide variety of fraud 

schemes while balancing precision and recall. The 

system has a promising contribution to the literature of 

online fraud detection as it provides a practical, 

scalable, usable solution to detering fraud across online 

job platforms. Ultimately, this project allows us to start 

thinking critically about machine learning and natural 

language processing, in terms of addressing practical 

and regulated challenges of online security and fraud 

detection. As we think about the possibilities of our 

implementation, we consider it an exemplar that can 

scale together in evidence for fraud detection systems 

across other domains - and horizontally contribute to 

the wider goal of creating safer, more trustworthy 

online spaces. 
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