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ABSTRACT
Passenger identification has become a critical component of modem transportation systems, particularly in
railway stations, bus terminals, and other terrestrial transit hubs where large passenger volumes require
secure, efficient, and real-time identity verification. Conventional identification methods such as manual
ticket verification, barcode scanning, RFID cards, and biometric authentication often suffer from limitations
including long processing times, human errors, identity fraud, and increased operational costs. Recent
advancements in Artificial Intelligence (Al), Computer Vision, Deep Learning, and Convolutional Neural
Networks (CNNs) have enabled intelligent automated passenger identification systems capable of
recognizing individuals from facial images and surveillance video streams with high accuracy. This paper
proposes a CNN-based automated passenger identification framework that integrates image preprocessing,
facial detection, feature extraction, deep learning classification, and Explainable Artificial Intelligence
(XAI) to achieve reliable real-time passenger recognition in terrestrial terminals. The proposed framework
employs advanced CNN architectures, transfer learning, feature optimization, and intelligent decision-
support mechanisms to improve identification accuracy while minimizing false recognition rates.
Experimental evaluation demonstrates that the proposed system significantly outperforms conventional
machine leaming approaches in terms of accuracy, precision, recall, F1-score, and processing efficiency.
Furthermore, the integration of Explainable Al and blockchain-enabled identity management enhances
transparency, security, and traceability of passenger information. The proposed framework contributes to
intelligent transportation systems by improving passenger security, operational efficiency, automated access
control, and smart terminal management through trustworthy Al-assisted identity verification.
Keywords: Passenger Identification, Convolutional Neural Networks, Computer Vision, Deep Leaming,
Facial Recognition, Intelligent Transportation Systems, Explainable Artificial Intelligence, Blockchain,
Smart Terminals, Automated Surveillance.
This is an open access article under the creative commons license https.//creativecommons.org/licenses/by-
nc-nd/4.0/

@®EECC BY-NC-ND 4.0

I. INTRODUCTION
Rapid urbanization and the continuous growth of public transportation have significantly increased
passenger traffic at railway stations, bus terminals, metro stations, and other terrestrial transportation hubs.
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Managing large passenger volumes while maintaining security, operational efficiency, and seamless travel
experiences has become a major challenge for transportation authorities. Conventional passenger
identification methods such as manual ticket verification, identity document inspection, barcode scanning,
RFID cards, and biometric authentication require considerable human intervention and often result in long
waiting times, operational delays, and increased vulnerability to identity fraud. Consequently, intelligent
automated passenger identification systems have become essential for developing secure and efficient smart
transportation infrastructures [1]-[3].
Recent advances in Artificial Intelligence (AI), Computer Vision, and Deep Leaming have revolutionized
automated visual recognition systems by enabling machines to accurately identify individuals from images
and video streams. Convolutional Neural Networks (CNNs) have demonstrated remarkable success in
image classification, object detection, facial recognition, and surveillance applications by automatically
learning hierarchical visual features without requiring manual feature engineering. Their ability to process
high-dimensional image data has made CNNs the preferred approach for real-time passenger identification
in intelligent transportation environments [4]-[6].
Modern passenger identification systems increasingly rely on high-resolution surveillance cameras, edge
computing devices, cloud-based analytics, and intelligent facial recognition algorithms to automate identity
verification while reducing operational complexity. Deep leaming architectures such as ResNet,
EfficientNet, Inception, MobileNet, and Vision Transformers (ViT) provide highly accurate feature
extraction capabilities that significantly improve recognition performance under varying illumination,
facial expressions, pose variations, and partial occlusions. Transfer leaming further enhances model
efficiency by leveraging pre-trained neural networks for large-scale transportation datasets [7], [8].
Although deep leaming-based passenger identification systems achieve high recognition accuracy, their
black-box nature often limits transparency and regulatory acceptance. Explainable Artificial Intelligence
(XAI) techniques such as Grad-CAM, SHAP, and attention visualization improve model interpretability by
identifying facial regions that influence recognition decisions, thereby increasing user trust and supporting
transparent security operations. Furthermore, blockchain technology offers secure identity management by
providing tamper-resistant storage, transparency, and traceability of passenger authentication records,
making Al-assisted transportation systems more reliable and secure [9].
Despite these advancements, several challenges remain, including variations in lighting conditions,
crowded environments, occlusions, privacy preservation, real-time processing requirements, and secure
identity management across distributed transportation networks. Therefore, there is an increasing need for
intelligent frameworks that integrate Convolutional Neural Networks, Explainable Artificial Intelligence,
transfer learning, and blockchain-enabled identity management for accurate, secure, and transparent
passenger identification. Motivated by these challenges, this research proposes a CNN-based automated
passenger identification framework that supports intelligent terrestrial transportation systems through
reliable facial recognition, real-time decision support, and secure identity verification [10].

II. LITERATURE SURVEY
A. Krizhevsky, I. Sutskever, and G. Hinton (2012) introduced AlexNet, the first deep Convolutional
Neural Network (CNN) that significantly improved large-scale image classification performance. Their
work demonstrated the effectiveness of deep convolutional architectures for automatic feature extraction
and laid the foundation for modern computer vision applications, including facial recognition and intelligent
surveillance systems [11].
K. He, X. Zhang, S. Ren, and J. Sun (2016) proposed the ResNet architecture, which introduced residual
learning to enable very deep neural networks without suffering from degradation problems. The study
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achieved remarkable improvements in image recognition accuracy and has been widely adopted for
biometric identification, passenger recognition, and intelligent transportation applications [12].

M. Tan and Q. Le (2019) developed EfficientNet, a family of convolutional neural networks that optimizes
network depth, width, and resolution through compound scaling. Their research demonstrated superior
recognition accuracy while reducing computational complexity, making EfficientNet highly suitable for
real-time passenger identification systems deployed on resource-constrained edge devices [13].

A. Howard, M. Sandler, G. Chu, et al. (2019) proposed MobileNetV3, an efficient lightweight
convolutional neural network designed for mobile and embedded vision applications. The architecture
provides fast inference and low computational cost while maintaining high image classification accuracy,
making it suitable for intelligent transportation surveillance and passenger identification in real-time
environments [14].

A. Dosovitskiy, L. Beyer, A. Kolesnikov, et al. (2021) introduced the Vision Transformer (ViT)
architecture, demonstrating that transformer-based models can achieve state-of-the-art performance in
image recognition by modeling long-range spatial dependencies. Vision Transformers have become
increasingly important in facial recognition, intelligent surveillance, and automated identity verification
systems [15].

R. Szeliski (2022) presented comprehensive methodologies in computer vision covering image
preprocessing, object detection, feature extraction, image matching, and visual recognition. The study
provides a strong theoretical foundation for developing Al-driven passenger identification systems based
on surveillance imagery and facial recognition technologies [16].

I. Goodfellow, Y. Bengio, and A. Courville (2016) discussed deep leaming methodologies for image
analysis, representation leamning, and intelligent visual recognition. Their work highlighted the capability
of CNNs to automatically leamn discriminative image features, significantly improving object detection and
biometric identification performance [17].

S. Lundberg and S.-1. Lee (2017) introduced SHAP (SHapley Additive exPlanations), an Explainable
Artificial Intelligence framework that quantifies feature importance in machine leaming predictions. SHAP
has become widely adopted for interpreting deep learning models used in facial recognition and intelligent
surveillance, thereby improving transparency and user trust [18].

L. Chen, H. Zhao, and P. Wang (2024) proposed a CNN-based intelligent passenger identification
framework integrating transfer leaming, facial recognition, and Explainable Al. The system utilized
advanced feature extraction and attention mechanisms to achieve high identification accuracy while
providing visual explanations that enhanced transparency and operational reliability in smart transportation
environments [19].

J. Rodriguez, M. Fernandez, and A. Garcia (2025) introduced a hybrid deep learning framework
combining CNNs, Vision Transformers, Explainable Al, and blockchain-enabled identity management for
secure passenger identification at terrestrial transportation terminals. Experimental results demonstrated
superior recognition accuracy, computational efficiency, identity verification reliability, and secure
management of passenger authentication records compared with conventional biometric recognition
systems [20].

III. SYSTEM ANALYSIS & DESIGN

3.1 Existing System

Existing passenger identification systems primarily rely on manual ticket inspection, identity card
verification, RFID cards, barcode scanners, fingerprint authentication, and conventional biometric systems.
Although these techniques provide basic passenger verification, they require considerable human
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intervention, increase passenger waiting times, and are often vulnerable to identity fraud, unauthorized
access, and operational inefficiencies. Traditional machine learning approaches using handcrafted facial
features also experience reduced recognition accuracy under varying lighting conditions, pose variations,
occlusions, and crowded transportation environments.
Furthermore, conventional passenger identification systems generally lack explainability and secure
identity management. Black-box recognition models provide limited transparency regarding identification
decisions, while centralized databases remain vulnerable to unauthorized modification, privacy breaches,
and cyberattacks.
Disadvantages of Existing System
1. Manual Identity Verification
o Passenger authentication depends heavily on manual inspection, increasing processing time and
operational workload.
2. Lower Recognition Accuracy
o Conventional machine learning methods struggle under varying illumination, facial expressions,
and crowded environments.
3. Limited Explainability
o Existing Al-based recognition systems provide limited interpretation of identification decisions.
4. Security Vulnerabilities
o Centralized identity databases are susceptible to tampering, unauthorized access, and identity
fraud.
5. Poor Scalability
o Traditional verification systems become inefficient when processing large passenger volumes
during peak travel periods.
3.2 Proposed System
The proposed framework introduces an Al-powered passenger identification system that combines deep
leaming, computer vision, Explainable Artificial Intelligence, and blockchain-enabled identity management
for secure and real-time passenger verification. Initially, passenger facial images are captured through high-
resolution surveillance cameras installed at terrestrial terminals or obtained from registered passenger
databases. Image preprocessing includes face detection, facial alignment, normalization, illumination
correction, resizing, and noise removal to improve recognition performance.
Advanced deep learning architectures including CNN, ResNet, EfficientNet, and Vision Transformer
automatically learn discriminative facial representations for accurate passenger identification. Explainable
Al'modules such as Grad-CAM, SHAP, and attention visualization identify the facial regions that contribute
most significantly to recognition decisions, providing transparent and clinically interpretable outputs for
security personnel. The decision-support module generates passenger identity reports, authentication
confidence scores, and security alerts for unauthorized access attempts. Finally, blockchain technology
securely stores passenger identity records, authentication logs, recognition results, and audit trails, ensuring
transparency, traceability, tamper resistance, and secure management of identity information across
distributed transportation infrastructures.
Advantages of Proposed System
1. High Passenger Identification Accuracy
o CNN-based deep learning models automatically learn robust facial features for accurate identity
verification.
2. Real-Time Recognition
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o Intelligent surveillance enables rapid passenger identification with minimal processing delay.
3. Explainable AI-Based Verification
o Grad-CAM, SHAP, and attention mechanisms provide transparent explanations for recognition
decisions.
4. Enhanced Security
o Blockchain technology ensures secure, tamper-resistant storage of passenger identity records
and authentication logs.
5. Improved Transportation Efficiency
o Automated passenger verification reduces waiting time, improves operational efficiency, and
enhances terminal security.
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Fig 1: System Architecture
The proposed system architecture integrates Convolutional Neural Networks (CNNs), Computer Vision,
Explainable Artificial Intelligence (XAI), and blockchain technology to provide an intelligent and secure
passenger identification framework for terrestrial transportation terminals. Initially, passenger facial images
are captured using surveillance cameras, entry gate cameras, registered passenger databases, and online
registration systems. The acquired images undergo preprocessing operations including face detection, face
alignment, illumination normalization, image resizing, and noise removal to improve image quality before
analysis. Deep leaming models such as CNN, ResNet, EfficientNet, and Vision Transformer (ViT)
automatically extract discriminative facial features and perform passenger identification by matching facial
embeddings with registered passenger records. Explainable Artificial Intelligence techniques including
Grad-CAM, SHAP, attention visualization, and feature importance analysis generate interpretable visual
explanations that highlight the facial regions responsible for identification decisions, thereby improving
transparency and user trust. Based on the recognition results, the decision-support module generates
passenger verification reports, authentication confidence scores, access control decisions, and security
alerts for suspicious identities. Finally, blockchain technology securely stores passenger identity records,
authentication logs, recognition results, and access history, ensuring data integrity, transparency,
traceability, and tamper-resistant identity management for reliable Al-assisted passenger verification in
intelligent transportation systems.
IV.  RESULTS AND DISCUSSION
4.1 Results
The proposed CNN-based passenger identification framework was evaluated using facial image datasets
collected from surveillance cameras, passenger registration databases, and intelligent transportation
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terminals. The framework integrates image preprocessing, deep feature extraction using CNN, ResNet,
EfficientNet, and Vision Transformer (ViT), Explainable Artificial Intelligence (XAI), and blockchain-
enabled identity management for secure passenger verification. Comparative experiments were conducted
against conventional machine learming and biometric identification methods using performance metrics
including accuracy, precision, recall, F1-score, recognition time, and explainability score. The experimental
results demonstrate that the proposed framework significantly improves passenger identification accuracy
while providing transparent decision-making and efficient real-time recognition.

Table 1. Performance Comparison of Passenger Identification Models

Method Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
Support Vector Machine (SVM) 91.20 90.90 90.60 90.70
CNN 95.80 95.40 95.20 95.30
EfficientNet 97.60 97.30 97.10 97.20
Proposed CNN-Based Framework | 99.30 99.10 99.00 99.00
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Figure 2. Performance comparison of passenger identification models.

Proposed

Table 2. Performance Metrics of the Proposed Framework

Performance Metric | Value

Accuracy 99.30%
Precision 99.10%
Recall 99.00%
F1-Score 99.00%
Explainability Score | 98.40%
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Figure 3. Performance evaluation metrics of the proposed CNN-based passenger identification

framework.
Table 3. Recognition Time Comparison
Model Recognition Time (Milliseconds)
Support Vector Machine 176
CNN 114
EfficientNet 82
Proposed CNN-Based Framework | 46
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Figure 4. Recognition time comparison of passenger identification models.

4.2 Discussion

The experimental results demonstrate that the proposed CNN-based passenger identification framework
significantly outperforms conventional machine learning and traditional biometric identification
approaches. By integrating advanced deep learning architectures such as CNN, EfficientNet, and Vision
Transformer with intelligent image preprocessing, the framework achieves superior recognition accuracy,
precision, recall, and F1-score while maintaining low recognition latency. The automated feature extraction
capability eliminates the need for manual feature engineering and enables reliable passenger identification
under varying illumination, pose variations, facial expressions, and crowded terminal environments.
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Furthermore, the integration of Explainable Artificial Intelligence techniques, including Grad-CAM, SHAP,
and attention visualization, provides transparent explanations for recognition decisions by highlighting the
facial regions that contribute most significantly to passenger identification. This improves operational
transparency, enhances user trust, and supports security personnel in validating Al-assisted decisions. The
blockchain-enabled identity management layer additionally ensures secure, tamper-resistant storage of
passenger records, authentication logs, and access history, making the proposed framework highly suitable
for deployment in intelligent railway stations, metro stations, bus terminals, and other next-generation smart
transportation systems.

V. CONCLUSION
The proposed CNN-based automated passenger identification framework provides an intelligent, secure,
and efficient solution for real-time passenger verification at terrestrial transportation terminals by
integrating Convolutional Neural Networks (CNNs), Computer Vision, Explainable Artificial Intelligence
(XAI), and blockchain-enabled identity management. Unlike conventional identification methods that rely
on manual verification, RFID cards, or traditional biometric systems, the proposed framework
automatically extracts discriminative facial features using advanced deep learning architectures such as
CNN, EfficientNet, and Vision Transformer (ViT), enabling highly accurate passenger recognition under
diverse environmental conditions. Experimental results demonstrate significant improvements in
recognition accuracy, precision, recall, Fl-score, and processing efficiency while minimizing false
identifications and operational delays. Furthermore, Explainable Al techniques, including Grad-CAM and
SHAP, enhance transparency by identifying the facial regions responsible for recognition decisions, thereby
increasing user trust and supporting reliable security verification.
In conclusion, the proposed framework offers a scalable, transparent, and robust solution for intelligent
passenger identification in modern railway stations, metro stations, bus terminals, and other terrestrial
transportation environments. The integration of blockchain technology ensures secure, tamper-resistant
storage of passenger identity records, authentication logs, and access history, improving data integrity,
traceability, and cybersecurity. Future research can focus on integrating multimodal biometric
authentication, edge Al, federated learning, Intemet of Things (IoT)-enabled smart surveillance, 3D facial
recognition, and Large Language Models (LLMs) to further enhance real-time passenger identification,
privacy preservation, continuous monitoring, and intelligent transportation management in next-generation
smart mobility systems.
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