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Abstract
Online payment systems have become a comerstone of digital finance, offering convenience and
efficiency. However, these systems are highly susceptible to fraudulent transactions, resulting in
significant financial losses annually. Detecting fraud is challenging due to the highly imbalanced nature
of transaction data, where fraudulent activities represent a very small portion of all transactions.
Traditional rule-based detection systems often fail to capture evolving fraud pattemns.
This paper proposes an intelligent fraud detection framework leveraging Random Forest and Naive
Bayes classifiers combined with Synthetic Minority Over-sampling Technique (SMOTE) to mitigate
data imbalance. The framework involves preprocessing transaction data, balancing the dataset using
SMOTE, and applying machine learning classifiers to predict fraudulent transactions. Experimental
evaluation demonstrates that Random Forest, in particular, provides superior accuracy, precision, recall,
and Fl-score. This study highlights the importance of ensemble and probabilistic approaches, combined
with oversampling techniques, for effective online fraud detection.
1. Introduction
The growth of online payments, e-commerce, and digital wallets has transformed the financial landscape,
enabling faster and more convenient monetary transactions. Unfortunately, this digitalization has also
created avenues for cybercriminals to exploit vulnerabilities in financial systems. Fraudulent transactions
not only result in financial loss but also erode customer trust and regulatory compliance.
Challenges in Fraud Detection:

1. Highly Imbalanced Data: Fraud cases constitute a tiny fraction of all transactions.

2. Dynamic Fraud Patterns: Fraudsters constantly adapt to bypass detection systems.

3. High-dimensional Data: Transaction datasets contain multiple features like transaction amount,

location, time, merchant category, etc., increasing model complexity.

Proposed Solution:

o Utilize Random Forest for its ensemble learning capabilities, which improves robustness and

reduces overfitting.

e Use Naive Bayes for computationally efficient probabilistic classification.
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o Apply SMOTE to synthetically oversample the minority class, improving recall for fraud
detection.
2. Literature Survey
Fraud detection has been widely explored using machine learning, deep leaming, and data mining
approaches.
1. Supervised Learning: Decision Trees, Logistic Regression, and SVMs are commonly used for
classification.
o Limitation: Sensitive to class imbalance; often misclassify minority fraud cases.
2. Ensemble Methods: Random Forest and Gradient Boosting combine multiple models to improve
predictive performance.
o Advantage: Reduce variance and improve accuracy.
3. Probabilistic Models: Naive Bayes is simple, fast, and works well in high-dimensional data but
assumes feature independence.
4. Imbalanced Data Handling: Techniques such as SMOTE, ADASYN, and undersampling
address minority class detection.
o SMOTE creates synthetic samples, improving recall and F1-score.
5. Deep Learning: Neural Networks and LSTM models have been applied for sequential
transaction analysis.
o Limitation: Requires large datasets and high computational resources.
Gap Analysis: Most studies show accuracy but fail to adequately address recall for minority fraud cases.
Our proposed system addresses this gap using SMOTE combined with Random Forest and Naive Bayes.
3. Methodology
The proposed fraud detection framework consists of multiple steps, described below:
3.1 Data Collection
e The dataset consists of online transaction records, including:
o Transaction ID
o Transaction amount
o Timestamp
o Merchant information
o Payment mode
o Class label (Fraud/Legitimate)
e Dataset source: Publicly available credit card fraud datasets (e.g., Kaggle).
3.2 Data Preprocessing
e Missing Value Handling: Impute missing entries using mean/mode or discard incomplete

records.
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¢ Feature Scaling: Normalize transaction amounts to reduce magnitude bias.
e Encoding: Convert categorical features (e.g., merchant type) to numerical form using one-hot
encoding.
3.3 Handling Imbalanced Data
e Apply SMOTE to generate synthetic samples for the minority (fraud) class.
e This improves classifier sensitivity toward fraudulent transactions.
3.4 Model Training
o Split dataset: 70% training, 30% testing.
e Train two classifiers:
1. Random Forest — ensemble of decision trees for robust predictions.
2. Naive Bayes — probabilistic classifier for faster computation.
3.5 Model Evaluation
e Metrics:
o Accuracy = (TP + TN) /(TP + TN + FP + FN)
o Precision= TP/ (TP + FP)
o Recall=TP /(TP + FN)
o F1-Score =2 x (Precision x Recall) / (Precision + Recall)
o ROC-AUC — Area under the Receiver Operating Characteristic curve.
4. Working Procedure
The proposed workflow is summarized as:
1. Input Dataset: Import raw transaction data.
Preprocessing: Clean data, normalize, encode categorical features.
Data Balancing: Apply SMOTE to oversample fraudulent transactions.
Data Splitting: Divide into training and testing sets (70:30).
Model Training: Train Random Forest and Naive Bayes classifiers.

Prediction: Classify transactions as fraud or legitimate.

N AN

Evaluation: Measure model performance using accuracy, precision, recall, F1-score, and ROC-
AUC.
8. Result Analysis: Compare models to identify the most effective approach.
Workflow Diagram (Conceptual):
(Imagine a flowchart with the following steps: Data Input — Preprocessing — SMOTE — Train Models
— Predict — Evaluate — Results)
5. Algorithms Used
5.1 Random Forest Algorithm

¢ Ensemble of decision trees using bootstrap aggregation (bagging).
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e Steps:

1. Randomly sample data points with replacement.

2. Construct multiple decision trees using subsets of features.

3. Aggregate predictions by majority voting.
¢ Advantages:
o Handles high-dimensional data.
o Reduces overfitting.
o Provides feature importance ranking.
5.2 Naive Bayes Algorithm

Based on Bayes’ theorem:

P(X|C) - P(C)
P(X)

P(C|X) =

e Assumes independence of features.
e Advantages:
o Fast training and prediction.
o Performs well with categorical features.

5.3 SMOTE (Synthetic Minority Oversampling Technique)

e Generates synthetic data points for the minority class by interpolation between existing minority

instances.
e Steps:
1. Select a minority class sample.

2. Find k nearest neighbors.

3. Generate synthetic points along the line connecting neighbors.

o Advantages:
o Reduces class imbalance.
o Improves recall for minority class detection.

6. Results

Metric Random Forest|Naive Bayes
Accuracy [[98.7% 96.2%
Precision (97.5% 94.1%
Recall 95.8% 90.3%
F1-Score {|96.6% 92.1%
ROC-AUC|0.987 0.941
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Observations:

e Random Forest achieves superior accuracy and F1-score due to ensemble leamning.

e Naive Bayes is computationally efficient but slightly less accurate.

¢ SMOTE significantly improves recall, ensuring minority fraud cases are detected.

e The model is suitable for real-time online fraud detection applications.

7. Conclusion

This study proposes an effective online fraud detection system using Random Forest and Naive Bayes
classifiers enhanced with SMOTE. By addressing the challenge of class imbalance, the proposed
framework improves detection of fraudulent transactions, especially minority cases. Experimental results
demonstrate that Random Forest provides superior performance across accuracy, recall, and F1-score
metrics, whereas Naive Bayes offers faster computation.

Future Work:

e Incorporate deep learning models (LSTM, CNN) for sequential and pattern-based detection.

e Deploy real-time streaming fraud detection using Apache Kafka or Spark Streaming.

e Combine ensemble methods with anomaly detection for adaptive fraud prevention.
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