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ABSTRACT

There are an increasing number of Internet of Things (IoT) devices connected to the network these
days, and due to the advancement in technology, the security threads and cyberattacks, such as
botnets, are emerging and evolving rapidly with high-risk attacks. loT-based botnet attack is one of
the most popular, spreads faster and create more impact than other attacks. In recent years, several
works have been conducted to detect and avoid this kind of attacks by using novel approaches. Hence,
a plethora of relevant of relevant models, methods, and etc. have been introduced over the past few
years, with quite a reasonable number of studies reported in the research domain. Many studies are
trying to protect against these botnet attacks on the loT environment. However, there are many gaps
still existing to develop an effective detection mechanism. These attacks disrupt loT transition by
disrupting networks and services for 10T devices. Many recent studies have proposed ML and DL
techniques for detecting and classifying botnet attacks in the 10T environment. This work proposes
machine learning methods for classifying binary classes i.e., Benign, or TCP attack. A complete
machine learning pipeline is proposed, including exploratory data analysis, which provides detailed
insights into the data, followed by preprocessing. During this process, the data passes through several
fundamental steps. A random forest, k-nearest neighbour, support vector machines, and a logistic
regression model are proposed, trained, tested, and evaluated on the dataset. In addition to model
accuracy, F1-score, recall, and precision are also considered.

Keywords: Security Threat Detection, Behavioural Analysis, Binary Classification, Cyber Threats,
Intrusion Detection System (IDS).
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1. INTRODUCTION
The general idea of the Internet of Things (loT) is to allow for communication between human-to-
thing or thing-to-thing(s). Things denote sensors or devices, whilst human or an object is an entity that
can request or deliver a service [1]. The interconnection amongst the entities is always complex. 10T
is broadly acceptable and implemented in various domains, such as healthcare, smart home, and
agriculture. However, 10T has a resource constraint and heterogeneous environments, such as low
computational power and memory. These constraints create problems in providing and implementing
a security solution in 10T devices. These constraints further escalate the existing challenges for loT
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environment. Therefore, various kinds of attacks are possible due to the vulnerability of 10T devices.
loT-based botnet attack is one of the most popular, spreads faster and create more impact than other
attacks. In recent years, several works have been conducted to detect and avoid this kind of
attacks [2]-[3] by using novel approaches. Hence, a plethora of relevant of relevant models, methods,
and etc. have been introduced over the past few years, with quite a reasonable number of studies
reported in the research domain.

Many studies are trying to protect against these botnet attacks on the 10T environment. However, there
are many gaps still existing to develop an effective detection mechanism. An intrusion detection
system (IDS) is one of the efficient ways to deal with attacks. However, the traditional IDSs are often
not able to be deployed for the 10T environments due to the resource constraint problem of these
devices. The complex cryptographic mechanisms cannot be embedded in many 10T devices either for
the same reason. There are mainly two kinds of IDSs: the anomaly and misuse approaches. The
misuse-based, also called the signature-based, approach, is based on the attacks’ signatures, and they
can also be found in most public IDSs, specifically Suricata [4].
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Fig. 1: Security Threat Detection.
Formally, the attacker can easily circumvent the signature-based approaches, and these mechanisms
cannot guarantee to detect the unknown attacks and the variances of known attacks. The anomaly-
based systems are based on normal data and can support to identify the unknown attacks. However,
the different nature of 10T devices is being faced with the difficulty of collecting common normal
data. The machine learning-based detection can guarantee detection of not only the known attacks and
their variances. Therefore, we proposed a machine learning-based botnet attack detection architecture.
We also adopted a feature selection method to reduce the demand for processing resources for
performing the detection system on resource constraint devices. The experiment results indicate that
the detection accuracy of our proposed system is high enough to detect the botnet attacks. Moreover,
it can support the extension for detecting the new distinct kinds of attacks.
2. LITERATURE SURVEY

Soe et al. [5] adopted a lightweight detection system with a high performance. The overall detection
performance achieves around 99% for the botnet attack detection using three different ML algorithms,
including artificial neural network (ANN), J48 decision tree, and Naive Bayes. The experiment result
indicated that the proposed architecture can effectively detect botnet-based attacks, and also can be
extended with corresponding sub-engines for new kinds of attacks.Ali et al. [6] outlined the existing
proposed contributions, datasets utilised, network forensic methods utilised and research focus of the
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primary selected studies. The demographic characteristics of primary studies were also outlined. The
result of this review revealed that research in this domain is gaining momentum, particularly in the
last 3 years (2018-2020). Nine key contributions were also identified, with Evaluation, System, and
Model being the most conducted. Irfan et al. [7] classified the incoming data in the 0T, contain a
malware or not. In this research, this work under sample the dataset because the datasets contain
imbalance class. After that, this work classified the sample using Random Forest. This work used
Naive Bayes, K-Nearest Neighbor and Decision Tree too as a comparison. The dataset that has been
used in this research are from UCI Machine Learning Depository's Website. The dataset showed the
data traffic from the 10T Device in a normal condition and attacked by Mirai or Bashlite.Shah et al.
[8] presented a concept called ‘login puzzle’ to prevent capture of IoT devices in a large scale. Login
puzzle is a variant of client puzzle, which presented a puzzle to the remote device during the login
process to prevent unrestricted log-in attempts. Login puzzle is a set of multiple mini puzzles with a
variable complexity, which the remote device is required to solve before logging into any I0T device.
Every unsuccessful log-in attempt increases the complexity of solving the login puzzle for the next
attempt. This paper introduced a novel mechanism to change the complexity of puzzle after every
unsuccessful login attempt. If each 10T device had used login puzzle, Mirai attack would have
required almost two months to acquire devices, while it acquired them in 20 h.Tzagkarakis et al. [9]
presented an l0T botnet attack detection method based on a sparsity representation framework using a
reconstruction error thresholding rule for identifying malicious network traffic at the loT edge coming
from compromised 10T devices. The botnet attack detection is performed based on small-sized benign
lIoT network traffic data, and thus we have no prior knowledge about malicious loT traffic data. We
present our results on a real loT-based network dataset and show the efficacy of proposed technique
against a reconstruction error-based autoencoder approach.

Meidan et al. [10] proposed a novel network-based anomaly detection method for the 10T called N-
BaloT that extracts behavior snapshots of the network and uses deep autoencoders to detect
anomalous network traffic from compromised loT devices. To evaluate the method, this work infected
nine commercial 10T devices in our lab with two widely known loT-based botnets, Mirai and
BASHLITE. The evaluation results demonstrated the proposed methods ability to detect the attacks
accurately and instantly as they were being launched from the compromised 10T devices that were
part of a botnet.Popoola et al. [11] proposed the federated DL (FDL) method for zero-day botnet
attack detection to avoid data privacy leakage in loT-edge devices. In this method, an optimal deep
neural network (DNN) architecture is employed for network traffic classification. A model parameter
server remotely coordinates the independent training of the DNN models in multiple loT-edge
devices, while the federated averaging (FedAvg) algorithm is used to aggregate local model updates.
A global DNN model is produced after several communication rounds between the model parameter
server and the loT-edge devices. The zero-day botnet attack scenarios in loT-edge devices are
simulated with the Bot-loT and N-BaloT data sets.Hussain et al. [12] produced a generic scanning and
DDosS attack dataset by generating 33 types of scans and 60 types of DDoS attacks. In addition, this
work partially integrated the scan and DDoS attack samples from three publicly available datasets for
maximum attack coverage to better train the machine learning algorithms. Afterwards, this work
proposed a two-fold machine learning approach to prevent and detect 10T botnet attacks. In the first
fold, this work trained a state-of-the-art deep learning model, i.e., ResNet-18 to detect the scanning
activity in the premature attack stage to prevent 10T botnet attacks. While, in the second fold, this
work trained another ResNet-18 model for DDoS attack identification to detect 10T botnet
attacks.Abu et al. [13] proposed an ensemble learning model for botnet attack detection in loT
networks called ELBA-I0T that profiles behavior features of loT networks and uses ensemble
learning to identify anomalous network traffic from compromised IoT devices. In addition, this 10T-
based botnet detection approach characterizes the evaluation of three different machine learning
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techniques that belong to decision tree techniques (AdaBoosted, RUSBoosted, and bagged). To
evaluate ELBA-I0T, we used the N-BaloT-2021 dataset, which comprises records of both normal loT
network traffic and botnet attack traffic of infected 10T devices.Alharbi et al. [14] proposed Gaussian
distribution used in the population initialization. Furthermore, the local search mechanism was
followed by the Gaussian density function and local-global best function to achieve better exploration
during each generation. Enhanced BA was further employed for neural network hyperparameter
tuning and weight optimization to classify ten different botnet attacks with an additional one benign
target class. The proposed LGBA-NN algorithm was tested on an N-BaloT data set with extensive
real traffic data with benign and malicious target classes. The performance of LGBA-NN was
compared with several recent advanced approaches such as weight optimization using Particle Swarm
Optimization (PSO-NN) and BA-NN.Ahmed et al. [15] proposed a model for detecting botnets using
deep learning to identify zero-day botnet attacks in real time. The proposed model is trained and
evaluated on a CTU-13 dataset with multiple neural network designs and hidden layers. Results
demonstrated that the deep-learning artificial neural network model can accurately and efficiently
identify botnets.
3. PROPOSED METHODOLOGY

The main goal of this project is to develop a machine learning-based system capable of identifying
botnet attacks within 10T device data. Botnets are networks of compromised devices controlled by
malicious actors, and detecting their activities is crucial for network security.
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Fig. 2: Block diagram of proposed system.

The project focuses on detecting security threats in loT environments using machine learning
classifiers, with a particular emphasis on identifying malicious botnet behavior. Two datasets are used:
"benign_traffic.csv" (representing normal activity) and "junk.csv" (representing malicious activity).
Data is preprocessed by labeling instances as benign (0) or malicious (1) and normalizing features
using Z-score standardization. Exploratory data analysis and descriptive statistics are performed to
understand the datasets' characteristics. The project implements and compares three machine learning
models—Support Vector Machine (SVM), Random Forest (RF), and K-Nearest Neighbors (KNN)—
to classify network activity. The data is split into training and testing sets (80/20), and each model is
evaluated using accuracy, precision, recall, F1-score, classification reports, and confusion matrices to
assess performance.

Random Forest is a popular machine learning algorithm that belongs to the supervised learning
technique. It can be used for both Classification and Regression problems in ML. It is based on the
concept of ensemble learning, which is a process of combining multiple classifiers to solve a complex
problem and to improve the performance of the model. As the name suggests, "Random Forest is a
classifier that contains a number of decision trees on various subsets of the given dataset and takes the
average to improve the predictive accuracy of that dataset.” Instead of relying on one decision tree,
the random forest takes the prediction from each tree and based on the majority votes of predictions,

117 | Page



Behavioural Analysis for Security Threat Detection: Machine Learning Classifier Comparison

and it predicts the final output. The greater number of trees in the forest leads to higher accuracy and
prevents the problem of overfitting.
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Fig. 3: Random Forest algorithm.

The Random Forest algorithm is highlighted for its ensemble-based approach using multiple decision
trees trained on different subsets of the dataset. It uses majority voting to determine the final
prediction, improving accuracy and reducing overfitting. Key benefits of Random Forest include its
robustness to high-dimensional data, parallelization capability, resistance to overfitting, and stable
performance even with missing data. As an ensemble method, Random Forest leverages bagging
(bootstrap aggregation) by sampling data with replacement, training trees independently, and
aggregating results through majority voting. These qualities make it a reliable and efficient classifier
for detecting loT-based cyber threats.

4. RESULTS AND DISCUSSION
Figure 4 shows a visual representation of data collected from Internet of Things (I0T) devices that are
operating normally and not exhibiting any malicious behavior. It displays various features or attributes
of the data points collected from these devices, such as network traffic patterns, communication
protocols, and other relevant parameters. Each data point in this figure represents a non-malicious
activity. Figure 5 illustrates the data collected from loT devices that are exhibiting malicious or
abnormal behavior. The visual representation highlights the anomalies or suspicious patterns in the
data that indicate potential attacks or unauthorized activities. Each data point in this figure represents
a malicious activity.
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Fig. 4: lllustration of sample non-malicious dataset obtained from IoT device.
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Fig. 5: Hllustration of sample malicious dataset obtained from loT device.
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Fig. 6: lllustration of dataset after combining both malicious and non-malicious data with labelling as
benign = 0, and attack = 1.

Figure 6 depicts the dataset created by combining the non-malicious data (from Figure 4) and the

malicious data (from Figure 2). This shows how the data points have been labeled, with the "benign"

data points labeled as 0 and the "attack" data points labeled as 1. This labeled dataset is essential for

training machine learning models to distinguish between normal and malicious activities.

The accuracy score of Logistic Regression is 1.000000
Classification report :-

precision recall fl-score  support

a 1.00 1.00 1.88 3971

1 1.00 1.00 1.080 6115

accuracy 1.00 10086
macro avg 1.00 1.00 1.00 10086
weighted avg 1.00 1.00 1.00 10086

The accuracy score of SVM is 8.999882
Classification report :-

precision recall fl-score  support

%] 1.00 1.00 1.80 3971

1 1.00 1.00 1.80 6115

accuracy 1.00 10086
macro avg 1.00 1.00 1.080 100886
weighted avg 1.00 1.00 1.00 10086

Fig. 7: Classification report of LR model, and SVM classifier for detection of botnet attack in loT
network traffic data.

120 | Page



Behavioural Analysis for Security Threat Detection: Machine Learning Classifier Comparison

The accuracy score of Random Forest Classifier is 1.000000
Classification report :-

precision recall fl-score  support

5] 1.00 1.00 1.00 3971

1 1.00 1.00 1.00 6115

accuracy 1.80 10086
macro avg 1.00 1.00 1.00 10086
weighted avg 1.00 1.00 1.00 10086

The accuracy score of K-nearest neighbour is ©.999901
Classification report :-

precision recall fl-score  support
) 1.00 1.00 1.00 3971
1 1.00 1.00 1.00 6115
accuracy 1.00 10086
macro avg 1.00 1.00 1.00 10086
weighted avg 1.00 1.00 1.00 10086
Fig. 8: Classification report of RF, and KNN classifiers for detection of botnet attack in loT network
traffic data.

Figure 7 and Figure 8 presents the classification performance report of two machine learning models,
namely LR model, SVM classifier, RF model, and KNN classifier for the specific task of detecting
botnet attacks in IoT network traffic data. The report includes metrics such as accuracy, precision,
recall, and F1-score, showing how well each model performed in identifying botnet attacks. Figure 6
demonstrate the obtained confusion matrices using various ML models. Confusion matrices are used
to assess the performance of classification algorithms. Each matrix shows the number of true
positives, true negatives, false positives, and false negatives for a given model's predictions. By
comparing these matrices, we can evaluate which model is performing better in terms of correctly
identifying normal and malicious activities.
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Fig. 9: Confusion matrices obtained using various ML models.
Table 1. Performance comparison of various ML models for predicting the botnet attack in 10T device

data.
Model/Metric | LR model | SVM classifier | RF model | KNN classifier
Accuracy (%) 100 99.98 100 99.99
Precision (%) 100 100 100 100
Recall (%) 100 100 100 100
F1-score (%) 100 100 100 100
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Table 1 presents a comprehensive performance comparison of different machine learning (ML)
models employed for the prediction of botnet attacks in data obtained from IoT devices. The table
showecases four ML models: LR model, SVM classifier, RF model, and KNN classifier. The metrics
assessed for each model include Accuracy, Precision, Recall, and F1-score.
The LR model achieved exceptional results across all metrics. It displayed a remarkable accuracy rate
of 100%, indicating that it accurately classified all instances, both botnet attacks and benign activities.
This suggests that the LR model has a comprehensive understanding of the underlying patterns in the
data, enabling it to make precise predictions. Additionally, the LR model demonstrated 100%
precision, recall, and F1-score. This implies that the model not only made accurate positive
predictions (precision) but also correctly identified all true positive instances (recall), leading to a
harmonic balance between precision and recall, as represented by the F1-score. The SVM classifier
performed impressively as well, with an accuracy of 99.98%. This indicates that the model almost
perfectly classified instances into their respective categories. Similar to the LR model, the SVM
classifier attained 100% precision, recall, and F1-score, signifying its strong capability to make
accurate predictions and correctly identify botnet attacks. The RF model achieved a perfect accuracy
of 100%, matching the performance of the LR model. This suggests that the RF model was able to
effectively capture the complexities and variations in the data. The precision, recall, and F1-score also
reached 100%, indicating consistent and reliable performance across these evaluation metrics. The
KNN classifier, while slightly behind the other models in terms of accuracy with 99.99%, still
demonstrated outstanding predictive capability. Like the other models, the KNN classifier achieved
perfect precision, recall, and F1-score. This showcases the model's ability to make accurate and
consistent predictions.
Finally, Table 1 showcases the remarkable performance of all the evaluated ML models for predicting
botnet attacks in loT device data. Each model exhibited near-perfect accuracy, precision, recall, and
F1-score, implying their proficiency in accurately identifying both botnet attacks and benign
activities. These findings suggest that the models are well-suited for detecting and preventing
malicious activities within 10T networks, enhancing the overall security and reliability of 10T devices
and systems.

5. CONCLUSION
The detection and classification of BotNet attacks using machine learning (ML) have shown
promising results in enhancing cybersecurity measures. By leveraging various ML algorithms such as
Random Forest, Support Vector Machines, and Neural Networks, researchers have been able to
identify patterns and anomalies indicative of BotNet activities. These models can effectively
distinguish between normal network traffic and malicious traffic, reducing the false positive rates and
improving the overall accuracy of detection systems. Furthermore, the integration of feature
engineering techniques and advanced data preprocessing methods has significantly contributed to the
robustness and reliability of these ML-based detection systems. As cyber threats evolve, ML models
must continuously adapt and learn from new data to maintain their efficacy in identifying
sophisticated BotNet attacks.Looking ahead, the future of BotNet attack detection and classification
using ML lies in the development of more adaptive and scalable models. The rapid advancement of
ML techniques, such as deep learning and reinforcement learning, offers new avenues for creating
more sophisticated detection systems capable of handling large-scale network data in real-time.
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