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ABSTRACT- This study presents an 

intelligent weapon detection system using 

the YOLO (You Only Look Once) deep 

learning model to automatically identify 

dangerous weapons such as guns, rifles, 

and knives in images and video streams. 

The system aims to enhance public safety 

by enabling real-time surveillance and 

early threat detection. A dataset 

containing various weapon images is used 

to train the model so that it can accurately 

classify and localize different types of 

weapons. The YOLO architecture 

performs object detection in a single stage, 

allowing faster processing compared to 

traditional multi-stage detection methods. 

During training, the model learns 

distinctive visual features of weapons to 

differentiate them from normal objects. 

The trained model is then integrated with 

a monitoring system capable of analyzing 

live camera feeds. When a weapon such as 

a gun, rifle, or knife is detected, the system 

generates an alert for security personnel. 

This approach helps reduce manual 

monitoring efforts and improves response 

time in critical situations. Experimental 

results show that the YOLO-based model 

achieves high detection accuracy with low 

latency. Therefore, the proposed system 

provides an effective solution for 

automated weapon detection in smart 

surveillance applications. 

KEYWORDS: Weapon Detection, Deep 
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Public Safety 

INTRODUCTION 

Weapon-related crimes and violent 

incidents have become a serious concern in 

public places such as schools, railway 

stations, airports, shopping malls, hospitals, 

and government offices. Traditional 

surveillance systems rely heavily on human 

operators to continuously monitor CCTV 

footage, making the process time-

consuming and prone to human error. 

Recent advancements in Artificial 

Intelligence (AI), Deep Learning, and 

Computer Vision have enabled automated 

surveillance systems capable of detecting 
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dangerous objects in real time. The 

proposed Deep Learning-Based Weapon 

Detection System uses state-of-the-art 

object detection algorithms to identify 

weapons such as guns and knives from 

surveillance images or live video streams. 

The system utilizes a Convolutional Neural 

Network (CNN)-based object detector such 

as YOLOv8 to recognize weapons with 

high accuracy and speed. Once a weapon is 

detected, the system immediately 

highlights the detected object with a 

bounding box and generates an alert for 

security personnel. The proposed model 

improves public safety by reducing manual 

monitoring efforts and providing rapid 

responses to potential threats. The 

integration of image preprocessing, feature 

extraction, deep learning, and automated 

alert generation makes the system highly 

effective for real-time surveillance. This 

intelligent approach contributes 

significantly to smart city security and 

modern surveillance applications by 

enhancing accuracy, reducing false alarms, 

and enabling early threat detection. 

LITERATURE SURVEY 

The field of automated weapon detection 

has experienced significant progress with 

the emergence of deep learning and 

computer vision technologies. Early 

weapon detection systems relied on 

traditional machine learning algorithms 

combined with handcrafted image 

descriptors such as Histogram of Oriented 

Gradients (HOG), Scale-Invariant Feature 

Transform (SIFT), and Local Binary 

Patterns (LBP). These approaches required 

manual feature engineering and often failed 

to maintain high detection accuracy in 

complex surveillance environments with 

varying illumination, object scales, and 

occlusions. 

The introduction of Convolutional Neural 

Networks (CNNs) revolutionized object 

detection by automatically learning 

hierarchical image features directly from 

training data. CNN-based architectures 

demonstrated remarkable improvements in 

recognizing weapons such as pistols, rifles, 

and knives from surveillance images. 

Models including Faster R-CNN, SSD 

(Single Shot MultiBox Detector), and 

RetinaNet further enhanced localization 

and classification performance, making 

automated threat detection more practical. 

Among modern object detection 

algorithms, the YOLO (You Only Look 

Once) family has gained widespread 

popularity because of its ability to perform 

real-time detection while maintaining high 

accuracy. YOLOv5, YOLOv7, and the 

latest YOLOv8 models provide faster 

inference speeds, improved localization 

precision, and better handling of small 
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objects compared to previous versions. 

These models have become the preferred 

choice for intelligent surveillance 

applications where rapid response is 

critical. 

Several studies have also explored transfer 

learning techniques using pre-trained 

models to reduce training time and improve 

detection performance on limited datasets. 

Data augmentation methods such as image 

rotation, scaling, flipping, brightness 

adjustment, and noise addition have further 

enhanced model robustness against 

environmental variations. Researchers have 

additionally integrated attention 

mechanisms and feature pyramid networks 

to improve the detection of partially visible 

or occluded weapons. 

Although recent deep learning approaches 

have achieved impressive performance, 

challenges such as crowded scenes, low-

resolution CCTV footage, varying camera 

angles, and false alarms continue to exist. 

Therefore, there is a growing need for more 

efficient and robust deep learning models 

capable of delivering high detection 

accuracy with low computational 

complexity. The proposed YOLOv8-based 

weapon detection system addresses these 

challenges by combining advanced deep 

learning techniques with optimized image 

processing for real-time surveillance and 

public safety applications. 

RELATED WORK 

The rapid advancement of deep learning 

has significantly improved the performance 

of automated weapon detection systems 

used in intelligent surveillance. Earlier 

approaches primarily relied on handcrafted 

image features such as Histogram of 

Oriented Gradients (HOG), Scale-Invariant 

Feature Transform (SIFT), and Support 

Vector Machine (SVM) classifiers. 

Although these techniques achieved 

acceptable performance under controlled 

conditions, they were unable to accurately 

detect weapons in complex environments 

with varying lighting conditions, object 

orientations, and background clutter. 

Recent research has shifted towards 

Convolutional Neural Networks (CNNs) 

and one-stage object detection models such 

as YOLO (You Only Look Once), SSD 

(Single Shot MultiBox Detector), and 

RetinaNet. These models perform 

simultaneous object localization and 

classification, enabling real-time weapon 

detection with high accuracy. Among them, 

YOLOv5, YOLOv7, and YOLOv8 have 

demonstrated superior detection speed and 

precision, making them suitable for 

deployment in real-time surveillance 

systems. Several researchers have also 

integrated transfer learning and data 

augmentation techniques to improve model 

generalization while reducing training time. 
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Furthermore, cloud computing and edge 

computing have been incorporated into 

surveillance architectures to process live 

video streams efficiently. Despite these 

advancements, challenges such as detecting 

partially occluded weapons, reducing false 

positives, and maintaining high accuracy in 

crowded environments remain active 

research areas. The proposed system 

addresses these limitations by utilizing an 

optimized YOLOv8-based deep learning 

framework for reliable and real-time 

weapon detection in public surveillance 

applications. 

EXISTING METHOD 

Existing weapon detection systems 

primarily rely on traditional image 

processing and machine learning 

techniques for identifying dangerous 

objects in surveillance images. These 

methods generally involve image 

preprocessing, edge detection, 

segmentation, handcrafted feature 

extraction, and classification using 

algorithms such as Support Vector Machine 

(SVM), Decision Tree, K-Nearest 

Neighbor (KNN), or Random Forest. 

Features such as Histogram of Oriented 

Gradients (HOG), Scale-Invariant Feature 

Transform (SIFT), and Local Binary 

Patterns (LBP) are manually extracted from 

images before classification. 

Although these techniques provide 

satisfactory performance in controlled 

environments, they have several limitations 

when deployed in real-world surveillance 

systems. The manually extracted features 

are often sensitive to changes in lighting 

conditions, object orientation, background 

complexity, and image quality. As a result, 

the detection accuracy decreases 

significantly in crowded public areas or 

low-resolution CCTV footage. Moreover, 

traditional methods require multiple 

processing stages for feature extraction and 

classification, increasing computational 

time and making real-time detection 

difficult. 

Another major drawback of existing 

systems is their inability to accurately 

detect partially occluded or small-sized 

weapons. These systems also generate a 

high number of false alarms due to 

similarities between weapons and everyday 

objects. Since conventional algorithms 

cannot effectively learn complex visual 

patterns from large datasets, their 

adaptability to different environments 

remains limited. Therefore, there is a need 

for a more intelligent and robust deep 

learning-based weapon detection system 

that can provide higher detection accuracy, 

faster processing speed, and reliable real-

time surveillance for enhanced public 

safety. 
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PROPOSED METHOD 

The proposed system utilizes a deep 

learning-based object detection framework 

to accurately identify weapons such as guns 

and knives from surveillance images and 

live video streams. Unlike conventional 

machine learning methods, the proposed 

approach employs the YOLOv8 (You Only 

Look Once Version 8) algorithm, which 

performs object localization and 

classification simultaneously, enabling fast 

and accurate real-time detection. The 

system begins by acquiring images from 

CCTV cameras or video datasets, followed 

by preprocessing techniques such as image 

resizing, normalization, and noise reduction 

to improve image quality. 

The preprocessed images are then passed to 

the YOLOv8 model, where deep 

convolutional layers automatically extract 

high-level visual features without requiring 

manual feature engineering. The trained 

model identifies the presence of weapons 

by generating bounding boxes, confidence 

scores, and class labels. When a weapon is 

detected with confidence above a 

predefined threshold, the system 

immediately triggers an alert to notify 

security personnel for rapid response. 

To improve robustness, the model is trained 

using extensive data augmentation 

techniques including image rotation, 

flipping, scaling, brightness adjustment, 

and random cropping. Transfer learning is 

employed to reduce training time while 

enhancing detection accuracy on limited 

datasets. The proposed system offers high 

detection speed, low false alarm rates, and 

reliable performance under varying lighting 

conditions, different viewing angles, and 

crowded environments. This intelligent 

surveillance solution significantly enhances 

public safety by providing efficient, 

automated, and real-time weapon detection 

in sensitive public areas. 

SYSTEM ARCHITECTURE  

 

Fig 1: System Architecture 

METHODOLOGY DESCRIPTION 

Module 1: Image Acquisition 

The first module is responsible for 

collecting input images or live video 

streams from CCTV cameras, surveillance 

systems, or publicly available weapon 

detection datasets. The acquired data may 



Journal of Science Engineering Technology and Management Science                               ISSN: 3049-0952 

Volume03,Issue07,July2026                                                                                                                     www.jsetms.com 

1032 | Page 

 

 

contain various objects, including guns, 

knives, and other dangerous weapons under 

different lighting conditions and 

backgrounds. The captured video frames 

are extracted at regular intervals and 

converted into image frames for further 

processing. A high-quality and diverse 

dataset improves the learning capability of 

the deep learning model and enhances its 

ability to detect weapons accurately in real-

world scenarios. This module serves as the 

foundation of the entire detection system by 

providing reliable input data for subsequent 

processing stages. 

Module 2: Image Preprocessing 

In this module, the acquired images 

undergo preprocessing to improve their 

quality and make them suitable for deep 

learning. The images are resized to the 

required input dimensions of the YOLOv8 

model. Noise removal techniques are 

applied to eliminate unwanted distortions, 

while normalization scales pixel values to 

improve training stability. Data 

augmentation techniques such as image 

flipping, rotation, brightness adjustment, 

scaling, and cropping are also performed to 

increase dataset diversity and reduce 

overfitting. These preprocessing operations 

enable the model to become more robust 

against environmental variations such as 

illumination changes, camera angles, and 

object orientations. 

Module 3: Feature Extraction and Deep 

Learning 

The preprocessed images are provided as 

input to the YOLOv8 deep learning model. 

Unlike conventional methods, YOLOv8 

automatically extracts meaningful visual 

features using multiple convolutional 

layers. The network learns hierarchical 

representations of weapon characteristics 

such as edges, shapes, textures, and 

structural patterns without manual feature 

engineering. During training, the extracted 

features are optimized through 

backpropagation to minimize classification 

and localization errors. Transfer learning is 

employed using pre-trained weights to 

improve convergence speed and increase 

detection accuracy. This module forms the 

core intelligence of the weapon detection 

system. 

Module 4: Weapon Detection and 

Classification 

After feature extraction, the trained 

YOLOv8 model performs simultaneous 

object localization and classification. It 

predicts bounding boxes around detected 

objects and assigns confidence scores along 

with class labels such as "Gun" or "Knife." 

Non-Maximum Suppression (NMS) is 

applied to eliminate duplicate detections 

and retain only the most accurate 

predictions. The system can detect multiple 
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weapons in a single frame while 

maintaining high processing speed. If the 

confidence score exceeds a predefined 

threshold, the detected object is classified 

as a potential weapon. This enables 

accurate and real-time monitoring of 

surveillance footage. 

Module 5: Alert Generation and 

Monitoring 

The final module generates immediate 

alerts whenever a weapon is detected. The 

detected weapon is highlighted with a 

bounding box and confidence percentage 

on the surveillance screen. Simultaneously, 

the system triggers an alarm or notification 

that can be sent to security personnel or 

monitoring centers for immediate action. 

The detected event, timestamp, and 

captured image are stored in a database for 

future investigation and analysis. This 

automated alert mechanism reduces 

response time, enhances public safety, and 

supports intelligent surveillance. 

RESULTS AND DISCUSSION 

 

Fig 2: Home Page 

This is project home page 

 

Fig 3: Weapon Detection 

In this when detected weapons detection 

and alert happened. 

CONCLUSION 

The proposed Deep Learning-Based 

Weapon Detection System provides an 

intelligent and efficient solution for 

enhancing public safety through automated 

surveillance. By utilizing the YOLOv8 

deep learning model, the system accurately 

detects weapons such as guns and knives in 

real time with high precision and low 

latency. Advanced image preprocessing, 

automatic feature extraction, and object 

detection significantly improve recognition 

performance under varying environmental 

conditions. The automated alert generation 

mechanism enables rapid response to 

potential threats while reducing the 

workload of human operators. Overall, the 

proposed system offers a reliable, scalable, 

and cost-effective approach for modern 
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surveillance applications in public and 

private security environments. 

FUTURE SCOPE 

The future enhancement of the proposed 

system focuses on improving detection 

accuracy and expanding its capabilities. 

Advanced versions of YOLO and Vision 

Transformer (ViT)-based models can be 

integrated to detect smaller and partially 

occluded weapons more effectively. The 

system can be extended to identify 

suspicious human activities, abnormal 

behavior, and multiple threat objects 

simultaneously. Integration with IoT 

devices, cloud computing, and edge AI can 

enable real-time monitoring across smart 

cities. Additionally, facial recognition, 

person tracking, and automatic emergency 

notification systems can be incorporated to 

develop a comprehensive AI-based 

intelligent surveillance system for 

enhanced public safety and security. 
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